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1 Introduction

These instructions support Linear's AXNET Access Controller Browser Interface & PC Utility
Software.

This manual contains instructions for configuring the access controllers for AXNET mode of
operation, configuring the host PC for AXNET browser access, and installation instructions
for the AXNET PC Utility Software.

General operating procedures for new features provided by AXNET are also covered in this
manual.

2 System Requirements

This version of AXNET is designed to run with recent versions of Microsoft Windows and
Internet Explorer.

AXNET has been tested on:

*  Windows 7 Professional (32-bit and 64-bit versions)

e Windows 7 Home Premium (32-bit and 64-bit versions)
*  Windows XP Home

*  Windows XP Professional

* Internet Explorer 6 through 9

AXNET requires a minimum of Microsoft Internet Explorer V5.5 to operate with Microsoft
.NET version 1.1 and Java Runtime.

Compatibility with earlier versions of Windows and Internet Explorer is not guaranteed.

Minimum Hardware Requirements
o Intel / AMD 32-bit processor, minimum 300 MHz clock
s 128 MB RAM
e 300 MB free disk space
e 800 x 600 SVGA video minimum
o CD-ROM drive for software installation

* 9600 baud modem or greater; 33600 baud modem
recommended for optimum performance

* Free RS-232 serial port if direct
serial connection is desired

Additional Software Requirements

 Software installation will require
Administrator level access.

e The Windows 7 operating system will ask for approval
to modify the systems files. It is OK to allow access
during the PC downloader application installation.

*  Microsoft .NET framework version 3.5 or higher
For further details, go to:

http://msdn.microsoft.com/netframework/downloads/framework1_1/#section1

e Java Runtime Environment version 5.0
For further details go to:

http://java.com/en/download/index.jsp

=



3 Summary of AXNET Features

AXNET provides the capability to manage access controllers from any PC that has a modem
or a direct serial connection to the master controller. The tenant database resides within the
controllers, eliminating the need for the PC to host the database. Controllers running AXNET
can be managed by first completing a dial-up Internet connection to the master controller,
and then launching an Internet browser.

AXNET-based installations can be configured for a variety of network configurations, and once
changes have been made on the master controller, the master controller will automatically
propagate changes to the other controllers via the RS-485 connection or by automatically
dialing remote controllers through the modem.

The following are the salient features of AXNET:

Maximum number of controllers 4
Maximum number of host connection points (modem or direct)

Maximum number of PBUS peripherals (four per node) 16
Maximum number of doors (relays) 16
Maximum number of cardholders (four Validation Groups per

cardholder) 2000
Maximum number of card credentials ;ggg/ﬁ:gfﬂf dual
Maximum number of card blocks (includes facility code) 24
Maximum number of transmitter credentials ;ggg/mﬁz dual
Maximum number of transmitter blocks (includes facility code) 24
Maximum number of key codes (fixed length) 2000
Maximum number of directory codes (fixed number - fixed length) 2000
Maximum number of split directories 4
Maximum number of time zones (two periods per zone) 8
Maximum number of door schedules 8
Maximum number of validation groups 8
Maximum number of expiring holidays 10
Maximum number of non-expiring holidays 10
Maximum number of event log entries (per node) 2500
Maximum number of obstacle transmitters (per node) 2
Maximum number of operators 4
Individually enrolled cards 2000
Individually enrolled transmitters 2000
Supports expiring credentials Yes
Anti-passback (node basis only - lost on resets) Timed
Keypad “Strikes and Out” Yes
Relay modes supported (control, shunt, alarm, obstacle) Yes
Door ajar timing (global only) Yes
Door auto open/close (two Time Zones per relay) Yes
Supported Wiegand formats (Wiegand 26, 30, 31) Yes
Operator security levels (Operator, Supervisor, Administrator) Future Option
Button schedule (global only) Yes
System and cardholder reports Yes




4 Access Controller Setup for AXNET Mode of Operation

41 By default, the access controllers will be configured for
AccessBase mode of operation. This can be verified by examining

the two-digit LED display on the front panel of the AM3Plus or DISPLAY UP/DOWN
the PCB assembly on the AE1000Plus and AE2000Plus. The BUTTONS
display will sequence as follows on power-up.

Ab 285 o

4.2  Toswitchto AXNET mode of operation, press the UP and DOWN
buttons simultaneously for about 1 second, until a beep is heard.
The following will be displayed:

a. i,
4.3  Press the UP button to cycle through the display until H.r. is
displayed.
The following shows the display sequence until A.m. s
displayed.
g.i. > 0cd. > 03.> 04 > 05 > ENTER BUTTON

g6.> 01> U8B > An

Press the ENTER button to select the AXNET mode of
operation.

Figure 1 - AE1000PIus/AE2000PIus Display and Buttons

4.4 A series of digits will flash and £ L will flash rapidly for a few
seconds indicating that the AXNET database is being initialized.
The display will finally sequence as follows, indicating AXNET
mode of operation:

n ) DISPLAY UP/DOWN
An > 14 > ' BUTTONS

X A

ENTER BUTTON

Figure 2 - AM3Plus Display and Buttons



5 Installing the AXNET PC Utility Software

Utility Installation

The following instructions are for installing the AXNET PC Utility
Software.

5.1

5.2

5.3

5.4

5.6

5.7

5.8

NOTE: Before proceeding, run Windows Update to verify
that the latest version system updates are installed.

Upon insertion of the Installation CD, the installation program will
automatically run.

If the installation program does not automatically run, open the
CD or navigate to the file using Windows Explorer, and then
double-click on cdSetupAXNET.bat.

The software can also be downloaded from Linear's Web site.
Run the AXNETInstall.exe executable to extract and install the
program.

A black command window will pop-up and remain on the screen
until the end of the installation. The batch file that executes in the
window will enable timestamps when it runs.

NOTE: This command window will wait for the installation to
complete before executing.

The End User License Agreement for Microsoft .NET framework
(if not already installed) and Crystal Reports Basic Visual Studio
will display. Click “Accept”. The programs will start to install.

If using Windows 7, it will ask if it's OK to for the Windows installer
to make changes to the computer. Click “Yes”.

NOTE: For security, Windows 7 will ask this question at
various times during the installation. You must click “Yes” to
proceed each time the question is asked.

The programs will continue to install and finish.

The AXNET setup wizard will start. Click on the “Next” button to
continue.

Select if the AXNET program can be access by everyone on the
computer, or just yourself. Click on the “Next” button to accept
the default installation path and continue, or enter a new path
where AXNET is to be installed, then click on the “Next” button
to continue.

&8 CA\Windows\system32\cmd.exe = | G )

Maiting for AXNET installation to complete... =
[pfter AXMET installation has completed, if Windows does not pop up a window requls
lesting permission to run, please click on the £laching Windows UAC icon on the ¢/l
Jask bar to continue... [

Screen Shot 5.2

) ANET Seup =N

Forthe folowing componerts:

Crystal Reports Basic for Visual Studio 2008 (:86. x64)

ofthe agreemen.

[CRYSTAL REPORTS BASIC FOR MICROSOFT VISUAL STUDIO 2008
|ICENSE AGREEMENT

IMPORTANTREAD CAREFULLY: THIS IS A LEGAL AGREEMENT BETWEEN
OU AND BUSINESS OBJECTS SOFTWARE LMITED CBUSINESS

[DOCUMENTATION "SOFTWARE").
IINSTALLATION OF THE SOFTWARE, YOU MUST READ, ACKNOWLEDGE
AND ACCEPT THE TERMS AND CONDITIONS OF THE SOFTWARE LICENSE ~

View EULAforprnting

Do you accept the temms of the pending License Agreement?

¥you choose Dont Accept, instal il close. To nstall you must accept this
agreemert

0 o ) oAt

Screen Shot 5.3

1% User Account Control @

Do you want to allow the following program to make

changes to this computer?

_i_E_l_‘_ Program name:  Windows® installer
& Verified publisher: Microsoft Windows

(%) Show details

Change when these notifications appear

Screen Shot 5.4
8 AXNET ool o ]
Welcome to the AXNET Setup Wizard §
.

The installer wil guide you thiough th steps required to install AXNET an your computer,

\WARNING: This computer program i protected by copyight an and irternational reaties.
Unavtherized duplication ar distibution of ths program, or any pertion of i, may result in severe civil
o criminal penalties, and wil be prosecuted to the masimum extent possibls undsr the law

[ Camesl ][ cBa (.| ')
Screen Shot 5.7
1) AXNET = X

Select Installation Folder i
o

The installer wil install SXNET to the fallowing falder.

Tarinstallin this folder, click "Nest”. Toinstall o 2 diferent folder, enter it below or click "Browse”

Eolder

C:\Program Files\LinearAXNE T Browse.

Install AXNET for yoursef, or for anyone who uses this computer

—
< ® Everyone,
. ) Just me

[ ol [ <l | [t \)

Screen Shot 5.8




Installing the AXNET PC Utility Software (Continued)

5.9  Confirm installation by clicking on the “Next” button.
5.10 The installation progress bar will be displayed.

5.11 If using Windows 7, it will ask if its OK to for the AXNET
installation program to make changes to the computer. Click
“Yes”. AXNET will display that the installation was successfully
installed. Click on the “Close” button to finish the installation.

5.12 The command window batch file will run when the Axnet
installation is complete. If using Windows 7, it will ask if it's OK to
for the prepareAxnet.exe installation program to make changes
to the computer. THIS WINDOW MAY BE HIDDEN AND
WINDOWS WILL DISPLAY THE UAC SHIELD ICON ON THE
TASKBAR (see Screen Shot 5.13), Click the UAC shield icon to
display the UAC window, then click “Yes”.

5.13 After timestamps are enabled successfully, Screen Shot 5.13
will be displayed. Click any key to close the command window.

If Timestamps Did Not Enable

Timestamps pace the data transmission for TCP communications with
the Linear access control panel. Timestamps must be enabled for the
AXNET software to function properly.

5.14 Timestamps are normally enabled during installation. If for some
reason the system did not run the batch file (usually due to
permissions or Axnet installation failure), click any key to close
the command window and refer to Appendix C for details on
manually enabling timestamps.

) AXNET = |

Confirm Installation i ‘
S0

The installe s teady b instal AXNET on your computer.

Cick "Nest" to startthe installaton.

Lo ) o o |

B mxner o[ ]
Installation Gomplete
%) User Account Control == ?“
@ Do you want to allow the following program from an ARNET has been succssstl ntlled
unknown publisher to make changes to this computer? Click "Clase” to et
Program name: E\AXNETInstal\AXNET.msi
Publicher: Unlknown
File origin: Removable media on this computer
) Show details
Please use Windows Lipdale to check for any erical updates o the NET Framework
] o €1 e 1)
—
Click Shield Icon
[ A
/ 2]
/. s
3 @ 7 | e [CE)
@2 = | O | s | i
1%/ User Account Control =)

O Do you want to allow the following program from an
unknown publisher to make changes ta this computer?

Program name;  prepareAumet.exe
Publisher: Unknown
File origin: Removable media on this computer

) Show details.

Screen Shot 5.12

Screen Shot 5.13




6 Configuring a Windows 7 Direct Serial Connection for AXNET

Creating the Cable Port

6.1  Tosetupadirectcable connection between a PC and an AXNET- s dutrgics
enabled access controller, a Windows COM port connection
must be established.

6.2  Click the Windows “Start” button. In the “Search Programs and
Files” area, enter “phone”. Click “Phone and Modem”.

6.3  Under “Phone and Modem” select the “Modems” tab. Click
“Add..”.

[P ——

Modem Atached To
=1 5. Robotics V.92 USB Modem Not presert

=

Screen Shot 6.3

6.4  Check the “Don’t detect my modem...” box, then click “Next”. e é

Do you want Windows to detect your modem?

Screen Shot 6.4

6.5  Wait for the list of devices to display. Under “Models”, select e -- I

“Communications cable between two computers”, click “Next”.

/=~  Select the manufacturer and model of your modem. I your modem is not listed, or if you have
& aninstllstion disk, click Have Disk:

Manufacturer
(Stendard Modem Types)

Screen Shot 6.5

Add Hardware Wizard

Select a port number for the cable, click “Next”. o
Wait while Windows installs the “modem” (it’s really just a COM
port setup for a cable). When it indicates success, click “Finish”.

o 5
No

On which ports do you want to install it7
© Bipots
& Selected pots

COM2

Screen Shot 6.6



Configuring a Windows 7 Direct Serial Connection for AXNET (Continued)

6.8

6.9

Repeat Steps 6.3 to 6.7 and select the same COM port
for the cable. This will create a second communications
cable connection. AXNET WILL ONLY USE ONE OF THESE
CONNECTIONS. The second connection is required for
Windows to allow custom setup of the port (Microsoft has
indicated that future Windows versions may not support
dial-up networking over a direct serial connection).

Click “OK” to close the “Phone and Modem” dialog box.

Creating the Dial-up Connection

6.10

6.11

6.12

6.13
6.14

Click the Windows “Start” button. In the “Search Programs and
Files” area, enter “dial”. Click “Set up a dial-up connection”.

Windows will ask “Which modem do you want to use?”. Click
“Communications cable between two computers #2”.

Enter the ISP information:
o For the “Dial-up phone number” enter “1”
(not used, but required by Windows).

*  For the “User name” enter “Linear” (must be a capital “L”).

*  For the “Password” enter “123456” (check
“Remember this password” if desired).

*  For the “Connection name” enter
“AXNET Direct Connect”.

o Click the checkbox if you want to allow AXNET
access to other people who log onto this computer.

Click “Connect”, then when Windows tries to dial, click “Skip” and
wait to continue.

When Windows displays “The connection is ready for use”, click
“Close”.

Dising Rules | Modems | Advanced

£ T tolowing modems v e

-

Aoply

Screen Shot 6.8

|5 Setupa dialup connection )

|| Phone and Modem
¥ Change User Account Control settings
18| Make text and other items larger or smaller
7 Seem It
dial %] | shutdown | » |

Help me decide

Screen Shot 6.11

Connecting to Axnet Direct Connect.

N @

Dialing 1.

) =28

Screen Shot 6.13




Configuring a Windows 7 Direct Serial Connection for AXNET (Continued)

Control Panel (28)

Configuring the Connection Port

6.15 Click the Windows “Start” button. In the “Search Programs and
Files” area, enter “net con”. Click “Connect to a network”. (You
can also just click on the network icon on the taskbar to see the

nnnnnnnnn

connections).
Screen Shot 6.15
6.16 Right-click on the “AXNET Direct Connect’ connection and click | -
“Properties”. (Your system may display additional connections.) B hrimetsces
Axnet Direct Connect ;..‘
Screen Shot 6.16

6.17 On the “General” tab, click “Configure..”.

] Use dising rles: Dialing Rides

mmmmmm

Screen Shot 6.17

6.18 Set the “maximum speed (bps):” to 38400. Be sure all the
“Hardware features” check boxes are not checked. Click “OK”,
then click “OK” again. R @ I

Madem protocol

[ @} Communications cable between two computers #2 {COM1)
&

Screen Shot 6.18



Configuring a Windows 7 Direct Serial Connection for AXNET (Continued)

Testing the Direct Cable Connection ot

eeeeeeeeeeee

6.19 Click the Network icon on the taskbar to display the network e -
connections. (Note: The network icon will vary depending on
your current connection).

Open Network and Sharing Center

1:41PM
8/8/2011

Screen Shot 6.19

< (=1 e

6.20 Click “AXNET Direct Connect”, then “Connect”. Conety comectet

Network
Hb Intemet access

Dial-up and VPN

Axnet Direct Connect

Open Network and Sharing Center

Screen Shot 6.20

6.21 The connection password entry screen will display: == D
*  For the “User name” enter “Linear” (must
be a capital “L") if not already filled in.

* For the “Password” enter “123456” if not already filled-in.

o For the “Dial-up phone number” enter “1”
(not used, but required by Windows).

o Click “Dial”.
Screen Shot 6.21
6.22 Windows will begin the connection sequence. The AXNET panel e
will display status windows as the connection is made. (These TR r—
may go by real fast depending on the speed of the PC). “"
Connecting to Axnet Direct Connection...
;.C; Ppphying configured settings ‘
Connecting to Axnet Direct Connection...
;"_’ Connected.
Screen Shot 6.22
6.23 Click the network icon on the taskbar to view the current —
. ! . . » Currently connected to; =
connection status. “AXNET Direct Connection” should show = et D Comcton
Mo network access
“Connected”. -
ATT wireless High Speed &
ATT wireless UMTS ;:‘ B
Bluetoot ‘:‘
11!!‘
eMerge =
GAAStudents e
Open Network and Sharing Center
Screen Shot 6.23



7 Configuring a Windows 7 Modem Connection for AXNET

Setting Up the Modem Connection

71
7.2

7.3
7.4

7.5

7.6

7.7

10

Follow the modem manufacturer’s instructions and install a
Windows 7 compatible modem on the PC.

To verify that the modem is installed and working properly, click
the Windows “Start” button. In the “Search Programs and Files”
area, enter “dev”. Click “Device Manager”. Click the arrow by
“Modems” to expand the tree and view the installed modem,
its name will be displayed on the list. It the modem is working
correctly, no special icons will appear. If there are special icons
displayed, correct any modem issues before proceeding. Close
Device Manager.

Click the Windows “Start” button. In the “Search Programs and
Files” area, enter “dial”. Click “Set up a dial-up connection”.

If there is more than one modem connected to the PC, click on
the desired modem for the AXNET connection.

Enter the ISP information:

o For the “Dial-up phone number” enter
the telephone number of the line that the
AXNET-enabled panel is connected to.

*  For the “User name” enter “Linear” (must be a capital “L”).

*  For the “Password” enter “123456” (check
“Remember this password” if desired).

*  For the “Connection name” enter
“AXNET Modem Connection”.

o Click the checkbox if you want to allow AXNET
access to other people who log onto this computer.

Click “Connect”, then when Windows tries to dial, click “Skip” and
wait to continue.

When Windows displays “The connection is ready for use”, click
“Close”.

Lo = [t
Screen Shot 7.2
‘ dial ’ X | Shutdown | » |
Screen Shot 7.3
—
() & Createa Disl-up Connection
Type the information from your Internet service provider (ISP)
() B
Screen Shot 7.5
e
\'J ] Create a Dial-up Connection.
Connecting to Axnet Modem Connection.
N @
) EZN)
Screen Shot 7.6
B
&5 5 Crestea Diskup Connecton
The connection is ready for use
L. 4
< Connect now
Qg |
Screen Shot 7.7




Configuring a Windows 7 Modem Connection for AXNET (Continued)

Currently connected to: 4

Testing the Modem Connection Bo it
7.8  Click the Windows “Start” button. In the “Search Programs and R

Files” area, enter “net con”. Click “Connect to a network”. (You
can also just click on the network icon on the taskbar to see the
connections).

Open Network and Sharing Center

241PM

o
S g

Screen Shot 7.8

7.9  Click “AXNET Modem Connection”, then “Connect”. o
Bo b

Dial-up and VPN

Axnet Modem Connection G

Open Network and Sharing Center

Screen Shot 7.9

K+ Conmect Axnet Modem Connection =5

7.10 The connection password entry screen will display:

o Forthe “User name” enter “Linear” (must - %/
be a capital “L") if not already filled in. g :

¢ For the “Password” enter “123456” if not already filled-in. s ‘

*  For the “Dial-up phone number” enter the telephone h <>
number of the line that the AXNET-enabled panel @ ——
is connected to (if not already filled-in). e

* Click “Dial’. >

Screen Shot 7.10

7.11  Windows will begin the connection sequence. The AXNET panel
will display status windows as the connection is made. (These
may go by real fast depending on the speed of the PC).

Connecting to Axnet Modem Connection...

"! Dialing 1-760-438-7000...
&.3
Screen Shot 7.11
. . . urrently connected to: £ B
7.12 Click the network icon on the taskbar to view the current A
. « . » Mo network access
connection status. “AXNET Modem Connection” should show
“Connected”. 3
ATT wireless High Speed &
ATT wireless UMTS ;:‘ B
Bluetoott ‘:‘
11!!‘
eMerge =
GAAStudents e
Open Network and Sharing Center
Screen Shot 6.23

11



8 Configuring a Windows XP Direct Serial Connection for AXNET

Creating the Cable Connection

8.1  To set up a connection between a PC and an AXNET-enabled
access controller, a connection must be established. To
configure a connection on a Windows XP, first right-click on the
“My Network Places” icon, and click on Properties menu item.

8.2  The Networks Connection window will be displayed. Click on the

“Create a new connection” menu item on the left.
8.3  A“New Connection Wizard” will be displayed. Click on the “Next”

button.
8.4  A*“Network Connection Type” window will be displayed. Click on

the “Set up an advanced connection” radio button, then click on
the “Next” button.
8.5  Click on the “Connect directly to another computer” radio button,

then click on the “Next” button.

12

-

My Mebwork
Places

RIGHT CLICK

Screen Shot 8.1

= Hetwork Connections

Fle EAt Vew Favodtes Toss Advanced Heb

1394 Comection

Other Places

@ ContralPanel
S My Network Piaces
£) My Doaments Mt

uLocal Area Connection 3
" vireless Network Cennection
uLocal Area Connection

€] D F s i [T @
R e
__Dialup
e AXNET Dial-In Disl-up
Direct
7" AMNET Direct Serial Direct

LAN or High-Speed Internet

CIEI&
W

Screen Shot 8.2

New Connection Wizard

Welcome to the New Connection
Wizard

This wizzrd helps you:

* Connect to the ntemet

* Cornect to 8 private network, such 23 your workglece
network

* Set up ahame

or small office netwarkc

To cantrus. cick Ned

Screen Shot 8.3

New Connection Wizard

Network Connection Type
What do you want to.da?

) Connect 1o the Intemet

Cennect 1o the can browse the Web

afiekl affice. or another lacation

up an advanced connedtion

(7 Connedt to the network at my warkplace
Connectto 3 busineas network fusing diakup or VPN) 50 you can work from home.

1 Set up @ home or small office netwark
‘ennect bo 2n exsling home or smal office network or sel up a new cne.

o

Fonect parallel.
‘set p this computer 0 that ciher computers can connect to &.

IREZY (EB

Screen Shot 8.4

New Connection Wizard

Advanced Connextion Opt

‘Select the connection type you want:
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Configuring a Windows XP Direct Serial Connection for AXNET (Continued)
8.6  Click on the “Guest’ radio button, then click on the “Next” button.

Host or Guest? P
o . your campuer i heraboxora W)
guest o
Chouse the roe you wank or this computer:

O Host
= computer has the rfomnation you wart 10 aceess.
@
s used i onthe by

[ceack (_tess )

Screen Shot 8.6

8.7  Type in a name to identify this direct serial connection, and then
press the “Next” button.

Connection Name <
i the othes computer fi

Type the name of the other computer in the follawing box.

‘Astrmwsmas’

p "

you are creatng

R
< (eir )

Screen Shot 8.7

Assigning the Cable Port

8.8  Select the serial port that the AXNET controller is connected Tmmm———
to using the pull-down menu selection, then click on the “Next”
button.

—

Screen Shot 8.8

Creating a Cable Port

8.9 I the desired serial port is not available on the pull-down, then
the following procedures are necessary:
8.9.1  Cancel out of the New Connection Wizard

8.9.2  Open the Control Panel, and double-click on the “Add
Hardware” icon:

Fle Bt Vww Favortes Tods Help

lutoratc  Bushol  Eroadom
Updstes  Configrabon WrsitsUtity — Tomng

2 . w g ow

DewandTme  Daply  FokerOotors Fons
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Infemet  JwvaFugn  Keyboard L] Mo
ooz

Controlers

Screen Shot 8.9.2

8.9.3 The Add Hardware Wizard will be started. Click on
“Next” to continue.

Welcome to the Add Hardware Wizard
This wizard hibpa you

* Inatal software 10 suppon the hardware you addto your
computer.

* Troubleshoct problems you may be having vith you
hardmare

A% ¥ your hardware came with an installation CD.
it is recommended thal you dick Caneel to
closs this wizard and use the mancdacturece
CD 1o install this hantware

To continue, cick Next.

G )

Screen Shot 8.9.3
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Configuring a Windows XP Direct Serial Connection for AXNET (Continued)

8.9.4 The wizard will search a few moments for new

hardware. Upon completion of the search, the following i the hoxtwore connecea?

dialog box will open. Click on the “Yes, | have already

connected the hardware” radio button, then press the S e S

“Next” button. f“"‘“‘““"““""""“"““‘

Screen Shot 8.9.4

8.9.5 Scroll down to the bottom entry, and select “Add a

new hardware device”, followed by pressing the “Next” The el b b ey st o v compdo

button.

. sslect zn device. then clck Mextto check
progeies or troubleshoot a problem you might be aving.
To 2k harduare not shown i the st cick "Add 8 new hardware deviee

Italed hardware
& Stordrd Erhanced PCto USB Host Cortroler -
SGUSE Root Hub
2 USE Root Hub
2 USE Root Hub

Screen Shot 8.9.5

8.9.6  Click on the “Install the hardware that | manually select
from a list (Advanced)” radio button, followed by the The i contp ou ol ot e
clicking on the “Next” button.

The wizard y foryou. Or, Fyou
e axzctly which hardware modisl you want to inatal, yau can select i from 2 kst

Vehat do you wart the wizard to da?
stal the hard,

@m hardware tht | manualy select from a ket (Advanced)

—

Screen Shot 8.9.6

8.9.7  Scroll down and click “Modems”, followed by the “Next”
button.

From the list below, select the type of hardware you are installing

F you do nat see the hardware categery you wart. cick: Shaw Al Devices

=0 :

B Network adeprers
THNT fom/Lagacy Suppon
B PCMCIA adaprers
B PCMCIA and Flash memory devices
A Porta IDOM & LPT) I
3 Printers
L #2057 C 2k BRIN el ~
i
Screen Shot 8.9.7

8.9.8  Check on the “Don’t detect my modem; | will select it

Install New

from a list” check box, followed by the “Next” button. oy it e ek

Windaws. wil new try to defedt your modem. Befare.
coniirung, you shoukd
1. Fthe modem is snachedto your
compuster, make sure i 18 lumed on

2. Qut amy pragrams that may be wsing
the mode.
Click Next when you ae ready ta contus.

DJht detect my modem: | vl sslect tfrom a bst.

[ <ook @ tet> )

Screen Shot 8.9.8
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Configuring a Windows XP Direct Serial Connection for AXNET (Continued)

8.9.9 For the manufacturer, click on “(Standard Modem
Types)” and “Communications cable between two

computers” for the model, followed by clicking on the
“Next” button.

8.9.10 Select the appropriate COM ports to enable
communications, and click on the “Next” button.

8.9.11 The direct serial communications device should have
successfully installed with the following dialog box.
Click on the “Finish” button to exit.

8.9.12 Go back to step 8.1 to configure a direct serial
connection with the device created in step 8.9.1.

8.10 Click on the “Finish” button to complete the “New Connection”
wizard.

Configuring the Connection Port

8.11 A Direct Serial Connection pop-up will be displayed. Click on the
“Properties” button to configure the serial port.

8.12 In the Properties window, click on the “Configure...” button:

Install New Modem

‘Sslect the manufacture snd medel of your modsn. | your modemis et isted. o f you
have an instalation dsk, cick Have Dis

Standard 300 bps Madem
Standerd 1200 bps Modem

[ <tk Q_tea> ]}

Screen Shot 8.9.9

Install Hew Modem

You i
[Communications cable between two computers

On which ports do you wart to instali 17

([_<Bock Q_tiet>_J

Screen Shot 8.9.10

Install New Modem
Modem nstalaton s frished!

‘Your modem a3 been 3¢t up succeasfuly.
¥ you wani o changs these sefings. double-cick the
Phane and Modem Oplisns izon in Cartrol Paned, chok the:
Modems tab, select this modem, and then click Preperties.

(EEE

Screen Shot 8.9.11

[ Save this user name and password for the folowing users:

Correct | [ Cancel (| Propeties [))  Hep |

Screen Shot 8.11

] Show ican n notfcation area when cornected

Screen Shot 8.12
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Configuring a Windows XP Direct Serial Connection for AXNET (Continued)

8.13

Set the maximum speed to 38400 in the drop-down box, and
make sure that none of the check boxes are enabled, and then
click on the “OK” button.

Testing the Direct Cable Connection

8.14

8.15

8.16

8.17

16

A Direct Serial Connection pop-up will be displayed again. For a
new installation, enter “Linear” as the user name, and “123456”
as the password. Ensure that the access controller is connected
to the PC with the serial port cable, and the unit is turned on and
in the AXNET mode of operation. Click on the “Connect” button.
Please note that if the user name and/or password is modified
in the Operator Global Settings through the AXNET browser, the
changes must be reflected in the user name and password fields
as part of the setup.

If the units are connected properly, a pop-up indicating
connection in process should be displayed.

Upon on successful connection, “<Connection Name> is
now connected” message should be displayed along with the
connection icon in the taskbar.

Please note that there is a host connection time-out of 20
minutes. It will be necessary to re-establish a connection when
the time-out occurs.

[7) Seve this user name and password for the folowing users

(3) Me only
) Aryone wha uses this computer

G ) = ) o ()

Screen Shot 8.14

Connecting AXMET Direct Serial...

Screen Shot 8.15

Screen Shot 8.16




9 Configuring a Windows 2000 Direct Serial Connection for AXNET

Creating the Cable Connection

9.1 To set up a direct serial connection between a PC and an
AXNET-enabled access controller, a direct serial connection
must be defined. To configure a direct serial connection on
Windows 2000, click on the Start button, then select Settings ->
Network and Dial-up Connections -> make New Connection

M Taskbar & Stark Menu...

Screen Shot 9.1

9.2  The Network Connection Wizard will be displayed. Click on the
“Next” button to continue.

Welcome to the Network
Connection Wizard

Using this wizard pou czn cieate 3 connecion to aiher
computers and netwoiks, enabling applcalions such as
emal, Web browsing. i shaiing. and piniing

To confirue. cick Nexl

cBack 1| Cancel

Screen Shot 9.2

9.3  Selectthe radio button to “Connect directly to another computer”,
and then click on the “Next” button to continue.

o cieste, based an

o netwark
yout netnerk configuslion ard you nelirking need:,

" Dial-up to private network
Carnect wuting wy phane e [madem of ISDN].

" Dial-up to the Intemet
Cornect to the Irtermet uzing my phons s imodem or SDH).

" Connect to a private network thiough the Intemat
Creals aVilual Firvate Hetwock [VPH] connection o twnnel theough the Inlsinet

 Accept incoming connections
olher compuless cannect  mine by phane e, the Infemnet. o dreck cable,
ect directy o another compuler
ect iing oy seial, paralel, o inhared por.

<Back | News [)  cancal

Screen Shot 9.3

9.4  Select the “Guest” radio button, then click on the “Next” button.

Host or Guest
To connect Iwa compuiers, specly which one you sr= using

Choase the role you veank for thiz computer:
 Host

O:ammrmamwumahnm Wt Io atoess.
Gy

<Back 1D Cancel

Screen Shot 9.4
9.5  Select the device that is connected to the appropriate COM port,
then click on the “Next” button.

Network Connection Wizard

Seleot a Device

Thez s Ihe device thal wil be used o make the cornection.

i
5
Commurications cable betwesn two compulers [COM1) D

<Back 1) Cancel

Screen Shot 9.5
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Configuring a Windows 2000 Direct Serial Connection for AXNET (Continued)

Creating a Cable Port

9.6 If the desired serial port is not available on the pull-down, then
the following procedures are necessary:
9.6.1  Cancel out of the Network Connection Wizard
9.6.2  Open the Control Panel, and double-click on the “Adad/
Remove Hardware” icon:

9.6.3 The Add/Remove Hardware Wizard will be started.
Click on the “Next” button to continue.

9.6.4 Select the “Add/Troubleshoot a device” radio button,
and then click on the “Next” button.

9.6.5 The wizard will search a few moments for new
hardware.

9.6.6  Upon completion of the search, the following dialog
box will open. Select “Add a new device” menu item,
followed by pressing the “Next” button.

9.6.7  Scroll down to the bottom entry, and select “Add a

new hardware device”, followed by pressing the “Next”
button.

18
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Welcome to the Add/Remove
Hardware Wizard

This wizard helps you add, remove, unplug, and
tinbleshoot your harduere:

To continue, click Hewt.
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Choose a Hardware Device
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Configuring a Windows 2000 Direct Serial Connection for AXNET (Continued)

9.6.8 Click on the “No, | want to select the hardware from a
list” radio button, followed by the clicking on the “Next” PN HAGTID | vt ot Py iy ot
button.

 k ings for the devics:
and nstaks the correct ditves

Do you wwark Windows 1o search fo your new hardwars?

cBack (| hews [)  cancal

Screen Shot 9.6.8

9.6.9  Scroll down and click “Modems”, followed by clicking
on the “Next” button.

H,

ardware Type
et ype of hardware do you wart lo instal?

Select the lype of hadware youwent lo natall

Hardhuare types:

almam devicer ]
Sdapiers
B Hetwork adaplers

9.6.10 Check on the “Don’t detect my modem:; | will select
it from a list” check box, followed by clicking on the e et o s e
“Next” button.

Wirdans il sty 1o dstect youe rodem, Belore
continuing. you should:

1. If the modem i attached to your
compuer, make suie Rz turved on.

2 Quit sy programs that may be using
the modsn
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Screen Shot 9.6.10

9.6.11 For the manufacturer, click on “(Standard Modem
Types)” and “Communications cable between two
computers” for the model, followed by clicking on the Sttt o sty don o et o 0
“Next” button.

St 1200 ops Mo
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Screen Shot 9.6.11

9.6.12 Select the appropriate COM ports to enable

Install New Modem

communications, and click on the “Next” button. et sl var e rkmen

Youhave selecied the folowing modent
[Cormmuricalions cable betwezn lwo compulers

O which portz do you wark Lo instal i)
" Alpots
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Configuring a Windows 2000 Direct Serial Connection for AXNET (Continued)

9.6.13 The direct serial communications device should have
successfully installed with the dialog box shown. Click ol Mo Moden
on the “Finish” button to exit.

9.6.14 Go back to step 9.1 to configure a direct serial
connection with the device created in step 9.6.1.

9.7  Click on the “Finish” button to complete the “New Connection”
wizard.

ou madem ha: Been sl up successhly,

If you wark lo change thess seftings. double-click th
Fhone and C i Panel. the

e
Modean Diptians icon in Contrdl L chck
Modemms Lab, select this mod=m, and then ciick Properties.

9.8  Select the radio button appropriate for the computer setup (all

Connection A

users or current user), then click on the “Next” button. fovas b v oo st b . o iyt

“Youmey make s Gonneciion avalable to al users, o kesp & only for your ovm use. A
connechon stored i be

iz connection:
alusers
for mysell

conf(_wen ) oo

Screen Shot 9.8

9.9 Type in a name for the connection, then click on the “Finish”
button.

Completing the Network
Connection Wizard

To edt thia connecéion i the Nefwork and Dislup
Connechons folder. select i, chck File, and then cick.
Fropesties.

o ) emes |
Screen Shot 9.9

Configuring the Connection Port

9.10 The connection log-in pop-up will be displayed. Click on the
“Properties” button.

21
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Screen Shot 9.10

9.11 The pop-up for the connection will be displayed. Click on the O —
“Configure...” button. i o

E b vEr—

Cee-)

¥ Sharicon in taskbar when connected

ok |t

Screen Shot 9.11
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Configuring a Windows 2000 Direct Serial Connection for AXNET (Continued)

9.12 Set the maximum speed to 38400 baud, and ensure that all of
the check boxes are unchecked. Click on the “OK” button when
complete.

Testing the Direct Cable Connection

9.13 The log-in pop-up will be displayed again. Enter “123456 for the
password, then click on the “Connect” button to initiate a direct
serial connection.

9.14 Windows 2000 will initiate a direct serial connection with the
progress indications shown in Screen Shot 9.14:

9.15 Once connected, the information shown in Screen Shot 9.15 will
be displayed in the task bar:
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Communctons cable betwsen two conpusts (COM1]
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Screen Shot 9.12
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Screen Shot 9.14
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Screen Shot 9.15
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10 Configuring a Windows XP Modem Connection for AXNET

Setting Up the Modem Connection

10.1 To set up a modem connection between a PC and an AXNET-
enabled access controller, modem connection must be
established. To configure a modem connection on a Windows
XP, first right-click on the “My Network Places” icon, and click on
Properties menu item.

10.2 The Networks Connection window will be displayed. Click on the
“Create a new connection” menu item on the left.

10.3 A “New Connection Wizard” will be displayed. Click on the “Next’
button.

10.4 Click on the “Connect to the Internet” radio button, and then click
on the “Next” button.

10.5 Click on the “Set up my connection manually” radio button, and
then click on the “Next” button.

22

ﬁ RIGHT CLICK
1
o

My Metwork
Places

Screen Shot 10.1

 Network Connections [-BI5)
Fie Edt Ve Favartes Tods Advanced Hep 0

[ rolders | [T~ [
A tame Type E
Dialup
e AXNET Drab-r Dislup. o
Direct
AT Direct Sl Direct o

LNl or High-Speed Internet

sostioucowsns ot o
1 yireess Network Connecton AN or High-Speed Inter... O
o Local Area Connectian AN or High-Speed Inter...  Cd
e oo
8 My Nebwork Places
3 My Documents ¥ >
Screen Shot 10.2

New Connection Wizard
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Configuring a Windows XP Modem Connection for AXNET (Continued)

10.6 Click on the “Connect using a dial-up modem” radio button, and
then click on the “Next” button. Wt Commect

ion
Hawr do you want to comnect to the ntemet?

Ormmzsenm
= type of connection uses 3 medem 2nd & regularor ISDN phere ine
) Connect using a broadband connection that requires a user name and
password

This s ahigh sing ethera DSL Your ISP may
refer o this type o connection as PPPOE.

) Connect using a broadband connoction that is always on
This is a high-speed comedon using sither a cable modem. DSL or LAN
‘carneclion. i ahways active, and doesn! requie you 1o sign

= () [

Screen Shot 10.6

10.7 Enter a name for this modem dial-up connection, and then click
on the “Next” button. Connection Home

What is the name of the service that provides your Infemet connection

Tywe the name of your ISP in the following bax:
ISP Ny

Linear AXNET Nods 1

“The name you typa here wil ba the name o the cornacten you 272 creating.

[ <ok Q[ tex> J)

Screen Shot 10.7
10.8 Enter the phone number for the controller, then click on the
“Next” button. e P ssona b

You might need 1o inchude & "1 arthe anea cods. or beth. F you are nat sure
you needthe extra numbers, dial the phone number on your telephona. Fyou
‘hear a modem sound, the number disled is comect

(o QU net> ) coneat ]

Screen Shot 10.8
10.9 Enter “Linear as the user name and “123456" as the
password. Please note that this is the default user T e
name and password for new installations. Uncheck e 5ot o ot o st g
both buttons and then click on the “Next” button. _
. ) " erne: e )
Please note that if the user name and/or password is modified et Y
in the Operator Global Settings through the AXNET browser, the i >
O when 1 the Intamet from

changes must be reflected in the user name and password fields
as part of the setup.

] Make this the defaut Intemet connestion

(coock QL nee> J) corce ]

Screen Shot 10.9

10.10 Click on the “Finish” button to complete the installation.

Completing the New Connection
Wizard

You have successully completed the stegs nesded lo
ereate the follwing Connectn:

Linear AXNET Node 1
+ Share wih oll users of this computer

The connection wil be saved in the Netwerk
Connections foider.

(7] Add a shomcut to this connection 10 my desktop

To crestethe conneciicn and clase this wizsrd, click Firigh,
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Screen Shot 10.10
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Configuring a Windows XP Modem Connection for AXNET (Continued)

Testing the Modem Connection

10.11 A Dial-up Connection pop-up will be displayed. Ensure that the
access controller modem is connected to the phone line, and the
unit is turned on and in the AXNET mode of operation. Click on
the “Dial” button.

10.12 If the units are connected properly, the pop-up indicating
connection in process should be displayed.

10.13 Upon on successful connection, “<Connection Name> is
now connected” message should be displayed along with the
connection icon in the taskbar.

10.14 Please note that there is a host connection time-out of 20
minutes. It will be necessary to re-establish a connection when
the time-out occurs.

Username:  [Lineer

Ermett [mmwsmm ook here]

[] Save tha user name and passward for the falowing users:
G Mooy
) Arone who s s computer

Dl i3 ~

Screen Shot 10.11

Connecting Linear AXNET Hode 1...

Connecting Linear AXNET Hode 1...

ﬂ Verhying usemame and password. .

Screen Shot 10.12

Screen Shot 10.13

11 Adding a Windows XP Shortcut Icon for the Connection

The following steps provide instructions on adding a AXNET connection
shortcut icon to the desktop.

11.1 To set up a one-click shortcut on the desktop to an AXNET
connection, click on the “Start” button and select “Connect
To”. Highlight the “AXNET” connection, then right click on the
connection. Click on the “Create Shortcut” menu item.

11.2  The shortcut pop-up will be displayed. Click on the “Yes” button
to continue.

11.3 A desktop icon will now be available for access to AXNET.
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12 Configuring a Windows 2000 Modem Connection for AXNET

Setting Up the Modem Connection

12.1 To set up a modem dial-up connection between a PC and an
AXNET-enabled access controller, a modem dial-up connection
must be defined. To configure a modem dial-up connection on
Windows 2000, click on the Start button, then select Settings ->
Network and Dial-up Connections -> make New Connection.

12.2 A The Network Connection window will be displayed. Click on
the “Next” button to continue.

12.3 Select the “Dial-up to the Internet” radio button, then click on the
“Next” button to continue.

12.4 Select the radio button to set up the Internet connection
manually, and then click on the “Next” button to continue.

12.5 Select the radio button to connect through a modem, and click
on the “Next” button to continue.
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 Connect directly to another computer
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Screen Shot 12.3
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Screen Shot 12.5
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Configuring a Windows 2000 Modem Connection for AXNET (Continued)

12.6 Select the modem to be used for the AXNET connection and
click on the “Next” button to continue. ross Modem

D

Screen Shot 12.6

12.7 Enterthe phone number of the AXNET controller to be accessed,
and then click on the “Next” button.

e, z
Urieed States of Ameica (1] hd

17 Uscarea cods and diding ndes

A
Hack Hest Cancel
Screen Shot 12.7

12.8 Enter “Linear’ as the user name and “123456” as the password,
and click on the “Next” button to continue.

ep 2 of 3: Intomet account logon information

to poul ISP, You Uset naine May
iate elened or Use! DL IF it il
cantactyour [SF.

il

Screen Shot 12.8

12.9 Enter a name for this AXNET modem connection, and click on
the “Next” button to continue.

Eerme
s

ep 3 of 3: Configuiing your computer

s skl & e o pravide.
Type & neme: o the dit coenechion, This cen be the ram of your [SP ot any nane
youwsn iose,

=

Screen Shot 12.9

12.10 Click on the “No” radio button when prompted to set up an
Internet mail account, and then click on the “Next” button to
continue.

et ol pogran il on voutcongte, kst el s 1o
v eciager.

receive and serdl

o i v o
ot

infomaon. : conlact
yourlolemal servics provider

Doy it 1o 8t up a0 Inamal sl scoin row?

D

Screen Shot 12.10
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Configuring a Windows 2000 Modem Connection for AXNET (Continued)

12.11 Click on the “Finish” button to complete the connection setup.

i3 ﬂ
Completing the Internet Connection

Tocicss the wizard.cisk Finish

Screen Shot 12.11

Testing the Modem Connection

12.12 To initiate the new dial-up connection, click on the “Start” button,
then select Settings -> Network and Dial-up Connections, and
then click on the modem connection created.

12.13 Click on the “Dial” button to initiate a modem dial-up connection.

— [u .............

¥ Save Password

Cancel | Pmpatiesl Help I
—~——

Screen Shot 12.13

12.14 Windows 2000 will initiate a direct serial connection with the
progress indications shown in Screen Shot 12.14.

cting Line ar Modem Access...

RMWWMMM‘

Screen Shot 12.14

12.15 Once connected, the information shown in Screen View 12.15
will be displayed in the task bar.

@ Linear Modem Access
Spead: 31.2 Kbps

—

Fls | PN

Screen Shot 12.15
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13 Adding a Windows 2000 Shortcut Icon for the Connection

The following steps provide instructions on adding a AXNET connection
shortcut icon to the desktop.

13.1 To set up a one-click shortcut on the desktop to an AXNET
connection, click on the “Start” button and select Settings
>Network and Dial-up Connections. Highlight the AXNET
connection, then right click on the connection. Click on the
“Create Shortcut” menu item.

Screen Shot 13.1

13.2 The shortcut pop-up will be displayed. Click on the “Yes” button
to continue.
13.3 A desktop icon will now be available for access to AXNET.

Shorteut 'i

=
I
o

Do you want the shartcut to be placed on the desktop instead? ﬂ —

@ Mo Shorteut ko
; SEMET Dk,

> j  Windows cannat create 3 shortout here.

Screen Shots 13.2 & 13.3

14 Initiating an AXNET Browser Interface Session

14.1 Ensure that either a direct serial connection or a modem
connection has been established. 2 Wicrosoft Iternet Explorer
142 Once a session has been initiated, launch the s . -
Qs - O - [¥] @ @ P Frrewis @ - - [J@AD
browser (Internet Explorer, or other browser). Use the
. . dolas hittpo)/192.6.94.2
following URL to launch an AXNET browser session: -

http://192.6.94.2 : N\ e :
ENTER URL http://192.6.94.2 HERE

Screen Shot 14.2

14.3 The information shown in Screen Shot 14.3 will be displayed in
the browser. For the initial session, it may take a minute for all of
the browser components to be downloaded and cached before
the AXNET page is displayed.

Screen Shot 14.3

14.4 A pop-up will be displayed asking whether a backup is to be
performed. For AXNET, it is essential that backups be performed
on a regular basis since the database is stored in the controller.
For this session, click on the “Cancel” button.

To view the full navigation tree for the functionality, see Section 19,

AXNET Browser Interface Navigation Tree. For a description of

features available for each of the browser pages, see Section 20,

AXNET Browser Interface Screen Shots and Descriptions.

Screen Shot 14.4
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15 Network Installation Basics

This section will provide the basics of setting up a networked, multi-
controller installation. It is important that these steps are followed
carefully, or the panels will not be configured properly, and the databases
in each of the panels will not be synchronized.

15.1 Al panels that are to be operational as part of the installation
must be configured in one of the 11 network configurations as
described in Section 22, Appendix - Network Configurations.
All of the nodes should be interconnected as appropriate and
powered up with the database cleared, and the proper node
numbers assigned (see Section 21, Appendix - Definition of
Front Panel Configuration Modes).

15.2 Connect to the Node 1 Controller. Click on the Global Settings
menu, followed by the Networking menu. The network
configuration page will be displayed. Select the desired network
configuration number and enter the phone numbers for the
modems in the controllers. Click on the “Submit” button.

15.3 DO NOT MODIFY ANY OTHER INFORMATION IN THE
BROWSER. It is first necessary for the network configuration
to be propagated throughout the installation. In the case of a
modem connection, click on the “Logout” menu item, followed by
the “Logout and Hangup” menu item.

15.4 A pop-up will be displayed asking whether a backup is to be
performed. For AXNET, it is essential that backups be performed
on a regular basis since the database is stored in the controller.
For this session, click on the “Cancel” button.

It may take up to 3 minutes for the network configuration to propagate
throughout the installation. Please wait at least 3 minutes before

attempting to log onto a controller to further configure the installation.

15.5 To verify that the network configuration has propagated
throughout the installation, initiate a connection, launch the
browser, and then go to the “Reports” menu, followed by the
“Network Report” menu item. The status for all of the nodes
will show as OK if the network configuration has completed
propagating throughout the installation.

Screen Shot 15.2

Screen Shot 15.3

Screen Shot 15.4

e Status
6Bytes
131038 Bytes

Screen Shot 15.5



16 Networked Installation Maintenance

Synchronization of databases in each of the controllers is achieved by
the propagation of incremental changes from the Node 1 controller.

Database updates will tie up modem and RS-485 resources while k  —
the synchronization takes place, and this may require a considerable
amount of time. Modem resources will also compete with the voice —

line, and may interfere with tenant access. It is therefore desirable that
database updates be performed during the off-peak tenant traffic hours
to minimize impact to normal tenant access.

Open Network and Dial-up Connections . 180 bybas

Database synchronization will not commence until the operator has CLICK NETWORK ICON
logged off the controller when a modem connection is used for remote
modem connections. In this case, it is therefore necessary to log off the Screen Shot 16

controller and disconnect the session as soon as all changes have been
completed. Otherwise, the normal browser session time-out will not
occur for about 20 minutes, and if connected via modem, tenant access
will not be possible on this controller during this time, as well as database
propagation. Please note that closing of the browser window does not
terminate the session. It is either necessary to log off and terminate the
session by clicking on the “Logout -> Logout and Hangup” menu items,
or disconnect the session by right-clicking on the network icon in the task
bar, then clicking on “Disconnect”.

17 Network Troubleshooting

This version of AXNET has built-in facilities to operate even when
controllers become non-responsive during the course of time (e.g.,
network link severed, unit powered off). When AXNET detects that a
controller is non-responsive after a number of retries, it will mark the non-

responsive controller as off-line, and will not attempt to communicate to rucrosoftintemnet Ll ]
the Controller ThIS |S necessary to mInImIZG network Congest|0n, SO that & Mode 3 is now Inaccessible. Inaccessible nodes can anly be reactivated by resubmitting previous commands via the Metwork Status menu,
the normal mode of operation is not affected.

A pop-up dialog similar to the one shown in Screen Shot 17 will be
displayed when a non-responsive controller is detected:

Screen Shot 17

17.1  When the node warning pop-up is displayed, click on the
“Reports” menu, then the “Network Report” menu item.

17.2 The Node Status shows which controllers are inactive, as well
as the number of pending commands not accepted by the
controllers.

Screen Views 17.1& 17.2

17.3 To return the inactive controller to an operational state, after
repairing the problem and powering up the controller, click the
“Restart Submit Queue” button while in the “Reports -> Network
Report” screen:

17.4  Inthe case of a modem connection, the operator to must log out
and hang up from the browser session to allow the commands
to be submitted to the activated controller.

Screen Shot 17.3
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18 AXNET PC Utility Software Basics

The AXNET PC Utility Software is an application installed on a PC that
supports several utility functions for AXNET-enabled access controllers.

The AXNET PC Utility Software supports these utility functions:

Backup and restore the installation’s database
Export and import the database to

and from a file on the PC

Update the firmware in controllers

Download installation event logs

Create event log reports

18.1 Launching The AXNET PC Utility Software

18.1.1 Ensure that a connection is active with an access
controller. Launch the AXNET PC Utility software, and
the window shown in Screen Shot 18.1.1 should be

displayed.

18.2 Tools
Clicking on the “Tools” menu item will reveal the main functions of this

application.

18.2.1 Backup/Restore

18.2.1.1

18.2.1.2

18.2.1.3

18.2.1.4

By clicking on the “Download Backup”
button, a database backup will be
initiated, and will be placed in the C:\
Program Files\LineanAXNET directory
by default (AXNET installation
directory).

Download progress will be visible by
examining the “Current Operation”
status.

Successful completion of a back-up will
be indicated in the Current Operation
status window, as well as a new back-
up item in the “Existing Backups”
window.

Restore operation is performed by
selecting (clicking on) one of the
existing backups, and clicking on the
“Restore Backup” button.

o vt s

Screen Views 18.1.1 & 18.2

£, Backup / Restore.

D Eyies Daunloaded
b DE2006TG1ISSS  Backun (02062006 T61559) e

Curtent Oparation

Eytee Dounloaded

Dats.
b 04062006 161559 Backp (04062006 16155 e

<'w.,n., \,
Resiore Bsckin| DeletaBackp | _lmportfem e |
Screen Shot 18.2.1.2

Eackia ! Resire “iork with Exiating Backup

EgertoFi
PesoeBachup | Deatacup | inportiam e |
Screen Shot 18.2.1.3

Curent Operzion

g e S ——
Doz o SestioFie
s Sacup vosassotw | impuisonrie |

Close

Screen Shot 18.2.1.4
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AXNET PC Utility Software Basics (Continued)

18.2.1.5

18.2.1.6

18.2.1.7

18.2.1.8

18.2.1.9

18.2.1.10

32

Click on the “Yes” button to verify the
start of the restore operation.

Restore progress will be visible by
examining the “Current Operation”
status.

Successful completion of a restore will
be indicated in the Current Operation
status window.

Backups performed under the AXNET
browser interface (see Section 20.7.1)
can be restored by first importing it
into the AXNET PC format. Click on
“Import from File” to begin the restore
operation.

A window will be displayed requesting
for a back-up to be imported. Navigate
to the directory where the backups are
located and select the back-up to be
restored. Click on “Open” to continue.

A new back-up will be displayed in the
Backup/Restore window. A normal
restore operation can be performed
as outlined in steps starting at Section
18.2.1.4.

Exisling Bockigs.
Dale

Cescriton ©ytes Douricaded
> 04062006 165314 Backup (02/06/2006 16:5315) e
OUTB20S 167858 Backup (D40AE005 161558 s

-
s | bdsatais | imotonrin |

Close

Screen Shot 18.2.1.6

Existing Uackugs.
Dae Description
b D06 1651 Backup (12052006 165315)
OUDE2006 16,1558 Backup (040672006 1615:55)

Lrtent Operation
Rlestore complete.

[Backio| Restore

[ Vork with Exisbing Backup

Dosniod Bt EomtioFie
= |

Close

Screen Shot 18.2.1.7

Dae Bries Dounloaded
D DUDEO0STETESS  Backup (MA0GBO0G 161555 4504

- Current Operstion

[ Backug/ Resiore [~ Wosk with Existng Backun

_— =
= | e
Screen Shot 18.2.1.8

ity Documents

Filoa of type FXNET Backup Fies a0, " az) =

1oy Conputer
WPL‘C\::;W( File name |AXNE TBackup20060406-1702 axp j Cpen

A4

Screen Shot 18.2.1.9

Backup completed avccesshly
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Screen Shot 18.2.1.10




AXNET PC Utility Software Basics (Continued)

18.2.2 Firmware Update

18.2.2.1

18.2.2.2

18.2.2.3

18.2.2.4

18.2.2.5

This feature will allow updates of the
access controller firmware. Ensure
that the proper path to the firmware
files have been entered (see Section
18.2.3). Click on the “Check for
Updates” and “Poll for Controller’
buttons to get the latest firmware
and controller information. Firmware
versions and controllers available
should be visible in the “Existing
Firmware Updates” window and
“Controllers on the Network” window,
respectively.

Select the firmware revision and
controller to be updated, and click
on the “Update Controller” button to
continue.

Click on the “Yes” button to start the
firmware update.

Firmware update progress can be seen
by examining the “Current Operation”
window.

Firmware update completion can be
verified by examining the “Current
Operation” window.

Please note that when the firmware update has been completed, the
access controller will reset, terminating the session. It will be necessary
to first initiate a session as outlined in Sections 8.14 or 10.11 before
using the AXNET PC Utility Software application or using the AXNET

Browser Interface again.

18.2.3 Preferences
This window allows the setting of the path to firmware
updates. The proper path will be provided by Linear
when firmware updates become available.

Screen Shot 18.2.2.5

& Preferences

Firmware Update

3 are Configurtion File:

|hﬁp:,-",-"www.linearcorp.com,-"AXNEl'

oKk | el |
A
Screen Shot 18.2.3
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AXNET PC Utility Software Basics (Continued)

18.2.4 Download Eventlog
18.2.4.1 Click on the “Next” button to continue.

4 Download eventlogs 1=

Welcome to the Download Event
Log Wizard

This wizard will guide you through downloading event logs
from AXNET Contrallers in your installation

Next > Cancel

Screen Shot 18.2.4.1

18.2.4.2 A list of available controllers will be
displayed. Click on the controller to
download the eventlog from and then S s e e .
click on the “Next” button.

Select the controller to download the eventlog from and elick next.

Version

Type
[AEZ000Plus | 100 |

S —

Screen Shot 18.2.4.2

18.2.4.3  On the completion of the eventlog, the # bt e £
download event log window will be jir T —— B
displayed. Click on the “OK” button to
continue.

Eventlog downloaded. Click OK to import the downloaded event into the
database.

Screen Shot 18.2.4.3
18.2.4.4  This window should be displayed upon Ta— aud
successful merge of the eventlogs. i
Note the eventlog records in the i (T[T e S

Oe Do
1272008 112526 10] Access D

background. Click on the “OK” button :
to complete the eventlog download. 2 CE

110 cens [

1272008 112520 11 cces &

1272008 112520 e eesss | | 3

[l ] 2] (3) sty maed s o i e rio e

01211

B T o T 0130513

17272008 091706 1 fabsss Resync

17272008 09,1506 1] inear Node 1 o

17272008 09.15.06 [ Liesr ode 1 Temper swich

Found 14 ecords  overtog catabase Dowrloadng evertio fom corrole

Screen Shot 18.2.4.4

18.3 Eventlog Reports I
18.3.1 Eventlog reports can be generated clicking on the j:““‘
Reports tab.
18.3.2 The Reports view is shown. The event filters do not -
apply to reports. To ensure that the latest eventlog is ol pout

11272008 112520 [CIceoms
fl t d 1 th t |' k th R f h H 1112772006 11:25:20 [1A] Access A
WzTa00s 112620 [B1Acess

reriected In the report click on the retresn icon. 1272008 112830 [CIceoss
11/27/2006 11:25:16 [1A]
1272000 112600 1] Unear s
11272000 112504 [ Lnear s

Event log Report

1172712006 11:25:04 (1] Linear Node 1 (01 30513)

1172712006 09:17.08. [1]Linear Node 1 Database Resync

1172712006 09:16:08 (1] Linear Node 1 RosatPower Up

1112712006 09:15:08 (1] Linear Node 1 Tampor switch Panel Operator
Curtent Page No. 1 ol Page No: 1 Zoom Factor. 100%
JFound 0record  avertog daabise =

Screen Shots 18.3.1 & 18.3.2
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19 AXNET Browser Interface Navigation Tree

The following is the navigation tree for the AXNET Browser Interface.
Numbers in parenthesis after major functionality indicate the number of
entries available for that feature. ltems underlined in blue indicate the

default value for the parameter.

MAIN CARDHOLDERS GLOBAL SETTINGS ONTROLLERS (4
PRIORITY ACCESS OPEN I~ CARDHOLDERS I VALIDATION GROUPS (8 F—REAL-TIME CONTROL
PRIORITY ACCESS CLOSE I FIND BY ALPHABET NAE (Vadaion Groug n) LOCK OPEN
INSTALLATION NAME (My installation) ALL DOOR SCHEDUI LOCK CLOSE
- AL ACCESS UNLOCK
L FIND BY LAST NAME 18 TRIGGER
L INCLUDE CARDHOLDER SET TIME ZONE (1-2) - GET CONTROLLER TIME
ALL ALL ACCESS SYNC TO COMPUTER
ALL ACCESS 18 GET CONTROLLER v
CARDHOLDER SET 1-32 | TIME ZONES (8) —SETU
| ADD CARDHOLDER MON-FRI (ENABLED/DISABLED) C CONTROLLER NAME (My Controller 1)
[ FIRST NAME SAT-SUN (ENABLED/DISABLED) |- CONTROLLER PASSWORD (123456)
L LAST NAME HOLIDAYS (ENABLED/DISABLED) | RADIO DIRECTION
| STREET TIME PERIOD (1-2)
crmy = START TIHE N
L STATE END TIME I KEYPAD STRIKE OUT
zip |- DOOR SCHEDULES (16, 4 PER NODE) DISABLED
| HOME PHONE L= SCHEDULE 17
EVENT LOG (4 NODES) |- WORK PHONE L_1-8 (ENABLED/DISABLED) I DOOR AJAR TINE
1 | NEVER EXPIRES (ENABLED/DISABLED) |- BUTTON SCHEDULES 0255 SECONDS, 60 SECONDS
SOROLL T8 b T RECENT EVENT | EXPIRATION DATE — RELAY A |- DAYLIGHT SAVINGS (ENABLED/DISABLED)
|- SUSPEND CARDHOLDER (ENABLED/DISABLED) —NONE |- ENABLE MODEM ANSWER (ENABLED/DISABLED)
CARDHOLDER SET —ANY L DIRECTORY SUBSETS (4, B, C, D)
ALL ACCESS [ LEFT L RELAYS (2]
CARDHOLDER SET 1-32 [—RIGHT — NAME (Access n)
|- CARDS -ToP = ACTIVATION TIVE (2 SECONDS)
SINGLE [-TOP & LEFT I TELEPHONE DIGIT
{-Caro 1D |-TOP & RIGHT NONE
FACILITY CODE (1-255, ) [—BOTTOM LEFT 19,9
BLOCK L_BOTTOM RIGHT I TIMING MODE
L CASSIGNED BLOCKS> |- RELAYB TIME
CARD ID I—NONE PULSE
|- TRANSMITTERS ANy TOGGLE
SINGLE [ LEFT LATCH
[=carD D L RIGHT I OPERATION
BACKUP/DOWNLOAD FACILITY CODE (0-15,- -Top covTrQL
BACKUP BLOCK [-TOP & LEFT SHUNT
DOWNLOAD EVENT LOG RECORDS L—<ASSIGNED BLOCKS> [—TOP & RIGHT ALARM
CONTROLLER ([1] My Controller 1) —CARD ID [—BOTTOM LEFT CCTv
FROM DATE | ENTRY CODES L_BOTTOM RIGHT I~ AUTO OPEN TIME ZONES (2)
TO DATE L ENTRY CODE I RELAYC [ NOT ASSIGED
L_DIRECTORY CODES —NONE 8
DIR CODE ANy I ASSOCIATIONS
TENANT NAVE [ LeFT L_A-D (ENABLED/DISABLED)
TELEPHONE [ RIGHT L PRIORITY ACCESS (ENABLED/DISABLED)
EXTENDED TALK TIVE (ENABLEDIISABLED) -Top 1 MODEM
DIRECTORY SUBSET: |TOP & LEFT INIT STRING 1 (ATHOE0S0=0Q08G178H2)
A (ENABLED/DISABLED) |-TOP & RIGHT INIT STRING 2 (ATHO
B (ENABLED/DISABLED) [ BOTTOMLEFT TERMINATION STRING (ATHO)
C (ENABLED/DISABLED) L BOTTOM RIGHT - OBSTACLE TRANSMITTER (2)
D (ENABLED/DISABLED) L RELAYD FACILITY CODE (0-15)
|- CARDHOLDER SETS —NONE TRANSMITTER ID (0)
I NAME (CARDHOLDER SET ) —ANY NAME
| SUSPENDED (ENABLED/DISABLED) LEFT SUSPENDED (ENABLED/DISABLED)
~TIVE ZONES RIGHT L REMOTE DEVICES (7)
ZONE (1-2) - [ DEVICES (14)
CRE&%DC'II@ALRSDS (124) ALL ACCESS I-TOP & LEFT — DEVICE
BEGIN ZONES 18 [-TOP & RIGHT NONE
END Y RROUP B TToM Al RADIO
RACILITY CODE (1-255.) NOT ASSIGNED |- OPERATORS (2) WIEGAND 26
BLOCK TRANSMITTERS ALL ACCESS NAME (Operator 1: Linear) WIEGAND 30
BEGIN VALIDATION GROUP 1-8 PASSWORD (Operator 1: 123456) WIEGAND 31
20 GROUP 54) PRIVLIEGES [~ CONTROL CHANNEL
NOT ASSIGNED DOOR A
RACILITY CODE (0-15.2) EALL ACCESS SUPERVISOR DOORB
VALIDATION GROUP 1-8 ADMINISTRATOR DOOR G
L ANTI-PASSBACK I CUSTOM LABELS (4) DOORD
NONE L NAME I DIRECTION
TIMED I DOWNLIGHT TIME NONE
L BATCH ENTRY (10) ONTIME N
I CARDHOLDER SET OFF TIME out
ALL ACCESS I EXPIRING HOLIDAYS (10) NEUTRAL
CARDHOLDER SET 1-32 MONTH L OPTIONS
L FIRST NAME DAY A (ENA )
[ LAST NAME YEAR B (ENABLED/DISABLED)
[ HOME PHONE DELETE (ENABLED/DISABLED) C (ENABLED/DISABLED)
[ DIRECTORY CODE I NON-EXPIRING HOLIDAYS (10) D (ENABLED/DISABLED)
[ ENTRY CODE MONTH L NAVE
[ CARD ID DAY I DEVICE 7
REPORTS [ CARD FACILITY CODE (1-255 ) DELETE (ENABLED/DISABLED) — DEVICE
e GVaTEM REPORT [ TRANSMITTER ID I FACILITY CODES [
o o [~ TRANSMITTER FACILITY CODE (0-15,-) TRANSMITTER () I~ CONTROL CHANNEL
L ACTIVE (ENABLED/DISABLED) DOORA
RESTART SUBMIT QUEUE c ARD . Soon.
DATABASE RESYNC ( ) pooR g
[~ CARDHOLDERS — TELEPHONE DRECTORY DOORD
L CARDS
2 0CKS Pﬂ(})ﬂmf\(gczggs @ASSWORD (123456) = DRECTION
T NONE
E AL BLOCK LEARNED POSTAL KEY DOOR N
I~ TRANSMITTERS e AL
BLOCKS
ALL BLOCK LEARNED booR o I~ OpTonS y
SINGLE LEARNED (E DISABLED)
L vty e L PRX DIALING DIGIT BE /DISABLED)
I~ DIRECTORY CODES OFF CEl /DISABLED)
R Con 09 D (ENABLED/DISABLED)
DIRECTORY BEGINNING AT L NAVE
BEGINNING (A L DEVICES (8.9)
MIDDLE (V) — DEVICE
DIRECTORY CODE LENGTH (2, 3, 4) — NONE
ENTRY CODE LENGTH (2, 3, 4,5, 6) [ WIEGAND 26
| ANTI-PASSBACK TIME L WIEGAND 30
NONE L WIEGAND 31
T4 MIN |- CONTROL CHANNEL
| DISPLAY MESSAGES (40) I~ DOORA
MESSAGE [ DOORB
ALIGN L DOORC
|-CenTer L booRD
LEFT L DIRECTION
I AUTO TIME SYNC I NONE
DISABLED =N
LOGL%% 12:00 AM - 11:00 PM [ out
UT AND HANG UP L NETWORKING L NEuTRAL
CHANGE OPERATOR ETY NEUTRAL
NETWORK CONFIGURATION (1-11) |- OPTIONS
A )
[ B (ENABLE )
| C (ENABLED/DISABLED)
L D (ENABLED/DISABLED)
L NAVE

Figure 3 - AXNET Browser Application Navigation Tree

35




20 AXNET Browser Interface Screen Shots and Descriptions

20.1 Main Screen T — 7
This is the default screen when the browser is launched. Priority access gf';:r"e;';;g;"ﬂ';g‘[i";:this
is controlled from this screen, and if the controller time is different from = buton wil be displayed

the PC time, an additional button is displayed for synchronizing the PC

time to the controller time.

Priority access controls are available
here. Priority access relays can be
assigned by going to Controllers ->
My Controller (n) -> Relays

| of!

Screen Shot 20.1

20.2 Cardholders> Cardholders Screen
Cardholders can be searched by alphabet or last
name, and can be further filtered by cardholder sets.

Screen Shot 20.2

nnnnnnnnnnn

20.3 Cardholders> Add Cardholders Screen
New cardholders can be added in this browser screen.
The following information can be added:

First Name: The cardholder’s first name (maximum
24 characters).

Last Name: The cardholder’s last name (maximum 24
characters).

Street: The cardholder’s street address (maximum 24
characters).

City: The cardholder’s city (maximum 10 characters). Screen Shot 20.3A
State: The cardholder’s state (pulldown menu).

Zip: The cardholder’s zip code (maximum 10 digits).
Home Phone: The cardholder's home phone number
(maximum 10 digits).

Work Phone: The cardholder's work phone number
(maximum 10 digits).

Never Expires: Checked if the cardholder is does not
have an expiration date.

Expiration Date: Expiration date for the cardholder.
Requires the Never Expires radio box to be checked.
Suspend Cardholder: Makes the cardholder entry
inactive.

Cardholder Set: Cardholder set to be used for the
cardholder. Used to restrict access by time and door
location.

Custom Fields: Custom fields become visible when
labels are applied to the Custom fields (see Section
20.15, Global Settings> Custom Labels).

After the “Submit” button has been pressed, and
the cardholder entry validated, additional fields will
become visible, so that credentials can be entered.

Screen Shot 20.3B
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20.3.1

20.3.2

Directory Codes

When the Directory Code button is pressed to
configure the cardholder for directory codes for display
on AE1000Plus and AE2000PIus units, the following
additional fields will be displayed:

Dir Code: The next available directory code will be
automatically filled in this field. The data in this field
can be overridden by entering a new directory code.
The maximum number of digits that can be entered in
this field is determined by the Directory Code Length
field in the Global Settings->Telephone Directory page
(see Section 20.19, Global Settings> Telephone
Directory).

Tenant Name: The tenant name derived from the
first and last name fields for the cardholder will be
automatically filled in this field as “Last Name First
Name”. The data in this field will be displayed on the
panel as the tenant name. The data in this field can be
overridden by entering a new name to be associated
with the directory code. The maximum length of this
field is 24 characters.

Telephone: The data in the Home Phone number field
for the cardholder will be automatically filled in this field.
The data in this field will be used by the controller to
dial the tenant. The data in this field can be overridden
by entering a new phone number to be associated with
the directory code. The maximum length of this field is
10 digits.

Ext Talk Time: When enabled, the cardholder /
directory code will be allowed double the amount of
standard talk time.

Directory Subsets: In networked installations with
multiple AE1000PIlus or AE2000PIus telephone entry
systems, it is possible to determine which directory
names are displayed on the individual telephone entry
systems. Each cardholder can be assigned to any or
all four directory subsets. Check the directory subsets
that you would like to be displayed on this telephone
entry.

Entry Codes

When the Entry Code button is pressed to configure
the cardholder for keypad entry, the following additional
field will be displayed:

Entry Code: The keypad entry code associated with
this cardholder is added here. The maximum number
of digits that can be entered in this field is determined
by the Entry Code Length field in the Global Settings-
>Telephone Directory page (see Section 20.19,
Global Settings> Telephone Directory).

Cards Transmitters Entry Codes Directory Codes
220802 [x] 6 00800 [x] -- 30513 [%] 2 00503 [x] 4321 [x] 000z %]
| Single | |Block| | Single | |Block| | Entry Code || Directory Code |
Assign Entry Code: | | | Add ko Cardholder |

Screen Shot 20.3.1

Cards Transmitkers Entry Codes Directory Codes
220802 [%] 6 00800 [#] -- 30513 [#] 2 00503 [%] 4321 [#] ooz =]
| Single | |Block| | Single | |Block| | Entry Code || Directory Code |

Assign Entry Code: | | | Add ko Cardholder |

Screen Shot 20.3.2
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20.3.3 Block Transmitters

20.3.4

20.3.5

20.3.6

Block coded transmitters can be entered from this
page. Facility codes and IDs are checked for duplicates
before confirmation of assignment. For a block coded
transmitter, block assignments must be done first
(see Section 18.9, Credentials> Block Transmitters
Screen).

Single Transmitters

Single transmitters can be entered from this page.
Facility codes and IDs are checked for duplicates
before confirmation of assignment.

Block Cards

Block coded cards can be entered from this page.
Facility codes and IDs are checked for duplicates
before confirmation of assignment. For a block coded
card, block assignments must be done first (see
Section 18.8 Credentials> Block Cards Screen).

Single Cards

Single cards can be entered from this page. Facility
codes and IDs are checked for duplicates before
confirmation of assignment.

Cards Transmitters Entry Codes Directory Codes

2 20802 [%] 6 00800 [¥] - 30513 [%] 2 00503 [%]

4321 [] 0002 []

| Entry Code || Directory Code |

Assign Transmitter: Block,

o

2500 - 600]

3 [15000 - 15050]

5 [400 - 700]

Screen Shot 20.3.3

Submit

Cards Transmitters Entry Codes  Directory Codes
220802 [] 6 00800 [] - 30513 [] 2 00503 [] 4321 [2] 0002 []

Transmitter ID Facility Code

Assign Single Transmitter: 12345, - = Add to Cardholder

0

e o O E G

Screen Shot 20.3.4

2 20802 [] 6 00800 [] - 30513 [¥] 2 00503 [x]

Assign Card: Block

Cards Transmitters Entry Codes Directory Codes

4321 [2] 0002 [%]

| Entry Code || Directory Code |

£ [£00 - 850]

2 [21000 - 21050]
3 [31020 - 31070]

Screen Shot 20.3.5
Subrmit
Cards Transmitters Entry Codes Directary Codes
2 20802 [¥] 6 00800 [¥] -- 30513 [X] 2 00503 [X] 4321 [] 0002 [X]

Card ID Facility Code

assignsingle Card: [ s4321] [~ = ‘Add to Cardholder

R T

0T

Screen Shot 20.3.6
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20.4 Cardholders> Cardholder Sets Screen - —
Cardholder Sets allow cardholders to be organized into c —
groups. Up to four validation groups and two time zones can be
assigned to each cardholder set. Also, anti-passback rules may :
be assigned to a cardholder set. It may be desirable to create : e —
a cardholder set for cardholders that share the same access
requirements, such as, day shift and night shift if AXNET is used
in an industrial application. In a gated community application,
it may be desirable to create a cardholder set for residents, a
cardholder set for employees and a cardholder set for vendors.

To add a cardholder set, first assign a name to the cardholder
set. Time zones and validation groups can then be modified as
follows:

Rules for Validation Groups and Time Zones:

1. Up to 4 different validation groups and 2 different time
zones per cardholder set may be assigned.

2. Validation group ALL ACCESS is for 24/7 access to all
doors.

3. Validation group NO ACCESS does not allow access to
any doors.

4. To use the time zones available in the cardholder set, a
validation group must first be defined with ALL ACCESS
for both time zones, and then assigned to the cardholder
set. Time zones defined directly in the cardholder set will
now take effect.

Timed anti-passback means that once a cardholder has
been granted access, they will not be granted access for a
predetermined amount of time (1 — 4 minutes). If a cardholder
attempts to gain access before the anti-passback time has
expired, access will be denied and an anti-passback violation will
be logged into the event log. For timed anti-passback to apply for
a device, the DIRECTION of the device must be set to IN.

HHEHEER
SRLEEY

Screen Shot 20.4
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20.5 Cardholders> Batch Entry Screen
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The batch entry screen allows the entry of up to 10 cardholders in
one submit cycle, quickening the entry of multiple cardholders.

It is strongly recommended that the installation setup for access
rights be completed before using batch entry method of adding
cardholders (set up time zones, validation groups and cardholder
sets). Otherwise, it will become necessary later to make changes
to set the cardholder set, one cardholder at a time.

Any error in the batch mode screen will cause the submittal of all
entries to fail. Errors will be displayed in a pop-up display, one at
a time, as shown in the Screen Shot 20.5A.

The batch submittal will be complete when all errors are
corrected.

The following are the fields that can be entered for each
cardholder in batch mode entry.

Cardholder Set: Cardholder set to be used for the cardholder.
Used to restrict access by time and door location.

First Name: The cardholders first name (maximum 24
characters).

Last Name: The cardholder's last name (maximum 24
characters).

Home Phone: The cardholder's home phone number (maximum
10 digits).

Directory Code: The next available directory code will be
automatically filled in this field. The data in this field can be
overridden by entering a new directory code. The maximum
number of digits that can be entered in this field is determined
by the Directory Code Length field in the Global Settings-
>Telephone Directory page (see Section 20.19, Global
Settings> Telephone Directory).

Entry Code: The keypad entry code associated with this
cardholder is added here. The maximum number of digits that
can be entered in this field is determined by the Entry Code
Length field in the Global Settings->Telephone Directory page
(see Section 20.19, Global Settings> Telephone Directory).
Card: The ID for an unused single card. Unused block coded
card 1D’s will not be allowed.

Fac Code: The facility code for the card. A “--“ selection will
cause the panel to ignore the facility code when validating this
card.

Transmitter: The ID for an unused single transmitter. Unused
block coded transmitter ID’s will not be allowed.

Fac Code: The facility code for the transmitter. A “-* selection
will cause the panel to ignore the facility code when validating
this transmitter.

Active: When unchecked, makes the cardholder entry inactive.

Microsoft Internet Explorer x|
& [Entry #1] The individual transmitter ID 500 with Facility code -- overlaps an assigned transmitter block.
Screen Shot 20.5A
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Screen Shot 20.5B
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20.6

20.7

Eventlog Screen

Event logs for each controller can be viewed using the Eventlog
function. This function is useful in viewing recent events that
have occurred on the controller.

Event logs are available for the connected controller or those
controllers that are linked to the connected controller via RS-485
connection. To retrieve event logs from remote controllers
accessible via modem, a dial-up connection must be established
with the remote controller. When an event log retrieval is
attempted with a controller not accessible, then the pop-up
shown in Screen Shot 20.6B will be displayed.

To consolidate event logs from all controllers into a single event
log that is sorted in reverse chronological order, then the AXNET
PC Software application must be used (see Sections 18.2.4,
Download Eventlog, and 18.3, Eventlog Reports).

Backup/Download Screen

Database backups and event log downloads can be performed
from this screen. It is highly recommended that periodic backups
of the database be performed as a preventative measure against
data loss.

20.7.1 Backup
To initiate a backup of the database in the controller,
click on the “Backup” button.
Click on the “Save” button to continue.
Make any modifications to the path and file name, and
then click on the “Save” button.
A pop-up display will indicate the download progress.

A pop-up will be displayed when the download is
complete. Click on the “Close” button to complete the
download session.

Download Eventlog Records

To initiate an eventlog download for a controller, select
the controller to download the eventlog from, select the
date range, and then click on the “Download” button.
Click on the “Save” button to continue.

Make any modifications to the path and file name, and
then click on the “Save” button.

A pop-up display will indicate the download progress.

A pop-up will be displayed when the download is
complete. Click on the “Close” button to complete the
download session.

20.7.2

nnnnnnnnnnn

Screen Shot 20.6A

Microsoft Internet Explorer |

& EventLog functions are disabled for controllers that are not directly connected.

Screen Shot 20.6B

Screen Shot 20.7.1

Screen Shot 20.7.2
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20.8 Credentials> Block Cards Screen
Block cards are added as a range of cards with starting and
ending numbers. AXNET supports up to 24 blocks. Each block
can contain up to 1,600 cards.

Block cards are provided in Block Code format. The cards are
sequentially coded in the manufacturing process. Starting and
ending numbers for the block are required to program the blocks,
along with the facility code for the block.

NOTE: To associate a card to a validation group, the card
must be assigned to a cardholder. Up to four validation Screen Shot 20.8A
groups are assigned to each cardholder set. Therefore every
cardholder will have the same restrictions that belong to the
selected validation group(s).

To add a card block in AXNET, enter the starting ID of the block x|
in the “Begin” field, and the ending ID of the block in the “End”

f|e|d Se'ect the faCIIIty code Of the block with the pU“'dOWn list. & The block from 11050 to 11150 overlaps with block #4 covering 11010 ko 11100,
When “---“is selected as the facility code entry, the facility code

will be ignored for authentication purposes.

Enter a name to identify the card block (up to 24 characters),
and then click on the “Submit” button. AXNET will check whether
there are any overlaps with existing blocks or assigned single
cards. If there is any overlap, then the submission with fail with Screen Shot 20.8B
a pop-up message displayed describing the problem, as shown

in Screen Shot 20.8B.

Ensure that there are no overlaps by examining assigned card
blocks and by examining the single learned cards report. Delete
the overlapping entries and submit again.
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20.9 Credentials> Block Transmitters Screen
Block transmitters are added as a range of transmitters with
starting and ending numbers. AXNET supports up to 24 blocks.
Each block can contain up to 1,600 transmitters.

Block transmitters are provided in Block Code format. The
transmitters are sequentially coded in the manufacturing
process. Starting and ending numbers for the block are required
to program the blocks, along with the facility code for the block.

NOTE: To associate a transmitter to a validation group, the
transmitter must be assigned to a cardholder. Up to four Screen Shot 20.9A
validation groups are assigned to each cardholder set.
Therefore every cardholder will have the same restrictions
that belong to the selected validation group(s).

1 R R M N S

To add a transmitter block in AXNET, enter the starting ID of the x|
block in the “Begin” field, and the ending ID of the block in the
“End” fleld SeleCt the faCIllty code Of the block with the pU”'dOWn & The block from 16090 to 16110 overlaps with block #4 covering 16000 ko 16100,

list. When “--“ is selected as the facility code entry, the facility
code will be ignored for authentication purposes.

Enter a name to identify the card block (up to 24 characters),
and then click on the “Submit” button. AXNET will check whether
there are any overlaps with existing blocks or assigned single
transmitters. If there is any overlap, then the submission with fail Screen Shot 20.9B
with a pop-up message displayed describing the problem, as

shown in Screen Shot 20.9B.

Ensure that there are no overlaps by examining assigned

transmitter block entries and by examining the single learned

transmitters report. Delete the overlapping entries submit again.

Please note that transmitter blocks cannot be deleted until
all assigned entries within the block range are removed. The
“Delete” button to the left of the block entry will not be visible for
those transmitter blocks that have cardholders assigned within
the block range.
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20.10 Global Settings> Validation Groups Screen
Validation Groups are often called security levels, and allows
the restriction of access of a cardholder by date/time and door.
Typically, validation groups are set up for groups of people with
the same access requirements. For example, a validation group
can be set up that allows the employees that work the day shift
in a plant to have access to the main entrance during the day,
but not on weekends. This same group, once inside the building,
can have access to the tool room or the cafeteria only during
the hours specified in the validation group. AXNET supports 8
different validation groups. Screen Shot 20.10

Group: A name that best describes the validation group can be
entered here (24 characters maximum).

Door Schedule: The door schedule allows the restriction of
access of the cardholder to certain doors.

20.11 Global Settings> Time Zones Screen
Time Zones perform two functions in AXNET. A time zone can
be used to restrict the access of the cardholder by day and time.
A time zone can also be used to hold open doors or gates via
an auto open time zone. In addition, holiday schedules can be
implemented to allow unique access requirements for holidays.

AXNET supports up to 8 different time zones. Each time zone
can have up to two time periods. The periods allow the utilization
of one time zone to accomplish two actions during a 24 hour
period. For example, if a gate is to be locked open in the morning
from 6:00 A.M. until 8:00 A.M. and from 3:00 P.M. until 6:00 PM.,
this can be accomplished with one time zone by creating a
period for the morning and a period for the afternoon.

To enable a time zone, first check the days of the week that
the time zone is to valid and/or check “H” if the time zone is
to enabled for holidays. Holiday schedules can be set in the
Expiring Holidays and Non-Expiring Holidays browser panels
(see Sections 20.17, Global Settings> Expiring Holidays; and
20.18, Global Settings> Non-Expiring Holidays).

Set the start and end times that the time zone is active in 24-hour
format. To disable a time zone set the start and end times for
both time periods to 00:00.

Screen Shot 20.11

20.12 Global Settings> Door Schedules Screen
Door Schedules allow the restriction of access of the cardholder
to certain doors (relays). AXNET supports up to 8 different door
schedules.

If there are more than one node present within the network,
there will be the ability to restrict access to each door via the
door schedule. Check each door on the browser panel to be
associated with a specific door schedule.

20.13 Global Settings> Button Schedule

Button Schedules allow changes to be made in the way multiple
button transmitters react within the system. By default, a two-
button transmitter will activate the A & B relays. A four-button
transmitter will activate all four relays. Using button schedules,
relays can be re-configured to have them activate via a button
instead of via the default. This is an advanced feature that should
only be used when necessary. Click the “Submit” button after
configuration of the Button Schedule is completed.

Screen Shot 20.13
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20.14 Global Settings> Operators Screen

Operator user names and passwords can be set in this browser
panel. Currently, the all operators will have administrator
privileges (access to all AXNET features) regardless of the
“Privileges” setting.

Please note that the user name and password are case sensitive,
and must be entered exactly as specified in this browser page
for the dial-up access or direct serial connection authentication.

Screen Shot 20.14

20.15 Global Settings> Custom Labels
There are four user-definable fields provided that are displayed
in the cardholder screen and in the Cardholder report.
The custom label fields allow unique data to be added for each
cardholder, such as vehicle driven to work, vehicle color, license,
etc.

Screen Shot 20.15

20.16 Global Settings> Downlight Time
Downlight On/Off Time. This will set the time that the downlight
on the AM-KP and AM-KPI access control keypads will turn on
and turn off. The option must be enabled in the keypads remote
device setting (see Section 20.29, Controllers> My Controller
(n)> Remote Devices). Enter the time in 24 hour format.

Screen Shot 20.16

20.17 Global Settings> Expiring Holidays
An Expiring Holiday is a Holiday that will only work once. An
expiring holiday could be an event that falls on the same DAY of
the week every year.

20.18 Global Settings> Non-Expiring Holidays
Non-Expiring Holidays will be effective on the same day every
year. Typically non-expiring holidays fall on the same DATE every
year.

Screen Shot 20.18
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20.19 Global Settings> Telephone Directory
This section applies to AE1000Plus or AE2000Plus
Telephone Entry Systems ONLY.

Priority Access Password: This is the 6-digit password that
must be entered on a touch-tone phone to lock the relays
assigned as Priority Access open. The relays are assigned in
the Controllers -> Relays browser screen (see Section 20.26,
Controllers> My Controller (n)> Relays).

Priority Access commands can be entered from a touch-tone
phone by entering the 6-digit password assigned here, followed Screen Shot 20.19
by a single-digit command.
The following commands are available:
o “9”will lock open all relays assigned
as a Priority Access relay.
o “5”will unlock all relays assigned
as a Priority Access relay.
o “1”will lock open all relays assigned as a
Priority Access relay for one hour.

For example, if the Priority Access password is 123456, to
lock the relays on for one hour, the following steps need to be

performed:

1. From any touch tone phone, dial the phone number of the
modem.

2. When the controller answers the phone a beep will be
heard.

3. Enter123456 1 on your telephone keypad. A series
of beeps as an acknowledgement will be heard if the
password and command is accepted. The telephone entry
system will then lock open all relays assigned as Priority
Access for a period of one hour.

Talk Time: Talk time is how much time the resident has to
communicate with the guest via the telephone entry system. The
talk time is programmable to between 0 and 255 seconds.

Postal Key Door: If a postal switch is installed in the telephone
entry system, the Postal Key Door tells the controller which relay
to activate.

PBX Dialing Digit: If the system is connected to the phone
company through a PBX and a certain digit must be dialed in
order to access an outside line, this digit may be selected (0-9)
here. When assigning a directory code to a cardholder, the PBX
dialing digit does not have be accounted for in order to access
an outside line.

Directory Begins At: (AE1000Plus only) When a guest
approaches the telephone entry system and presses the # key
to enter the directory mode, the directory display can be set to
start in the beginning (A) or the middle (M).

Directory Code Length: This sets the number of digits used to
enter and display directory codes on the unit (2 to 4 digits). For
example, if there are 600 residents with directory codes, at least
a 3-digit directory code length is required.

Entry Code Length: This sets the number of digits required for
the input of entry codes (2 to 6 digits).
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20.20 Global Settings> Anti-Passbhack
Anti-passback helps to prevent cardholders from using the same
credentials to gain unauthorized access. This is particularly
helpful in installations with keypads.

Anti-Passback Time: AXNET incorporates the ‘timed’ anti-
passback method. Once the user has been granted access, the
user must wait until the anti-passback time expires before they
will be allowed access again. The time is programmable from
NONE to 4 minutes.

To enable anti-passback, in addition to setting the time, the Screen Shot 20.20
appropriate device must be enabled for anti-passback

20.21 Global Settings> Display Messages
This section applies to AE1000Plus or AE2000Plus
Telephone Entry systems ONLY.

Messages that are displayed on the telephone entry system can
be edited. There are a total of 40 messages that can be edited.

To edit the display messages enter the new text (up to 16
characters), choose the text alignment (left or center), and click
on the Submit button. All of the messages can be accessed by
clicking on the “Go to” pulldown.

The messages that are most frequently modified are messages Screen Shot 20.21
1 and 2. These messages are displayed on the front panel during
the normal mode of operation.

20.22 Global Settings> Auto Time Sync
Auto Time Sync will enable the synchronization of the real-time
clock for all nodes in the installation at the specified time.
To enable the Auto Time Sync function, click on the pull-down
menu, and select a time for the controller to initiate the clock
synchronization.

20.23 Global Settings> Networking
The network configuration of the installation is set here. This is Screen Shot 20.22
the first parameter that is set when setting up the installation.
See Section 15, Network Installation Basics, for more details.

Screen Shot 20.23
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20.24 Controllers> My Controller (n)

The main screen for each of the controllers provide real-time
control of the relays, as well as a facility to synchronize the
controller real-time clock with the PC clock.

To initiate action on the relays, the appropriate buttons need to
be clicked, followed by a click of the “Submit” button. If a mistake
is made in the setting of the relay states prior to issuing a Submit
command, then clicking on the “Clear” button will clear all pending
relay actions. Real-time control of relays on the remote nodes
are possible as well. Select the appropriate remote controller,
click on the buttons to set the appropriate relay state, and then
click on the “Submit” button. Then to initiate real-time control on
the remote controllers, it is necessary to log off and disconnect
from controller (see Section 20.38, Logout> Logout and Hangup).

The following are descriptions of real-time control options for the relays:
Lock Open: this will energize the relay and lock the relay state.

Lock Close: this will de-energize the relay and lock the relay
state. The two-digit LED display on the controller board will
indicate the relays that are lock closed as shown in Figure 4.

Unlock: this will de-energize the relay and unlock the relay state.

Trigger: this will energize the relay for the length of time set
by the activation time (see Section 20.26, Controllers> My
Controller (n)> Relays), then de-energize the relay.

20.25 Controllers> My Controller (n)> Setup

48

The basic controller configuration is assigned here.

Controller Name: This is the name assigned to the controller
(maximum 23 characters).

Controller Password: This is the password used to authenticate
controller to controller communications.

Radio Direction (only applicable for AE1000Plus and
AE2000Plus): This setting is used in anti-passback applications.
The options are:
* NONE: This device will not be used to
determine anti-passback direction.
e IN: This device will be used as an IN device
in a timed anti-passback application.
Keypad Strike Out: This is where the number of invalid keypad
attempts before keypad lockout occurs is configured. The keypad
will remain locked for a period of 1 minute when the specified
number of invalid attempts occurs. The number of invalid
attempts before lockout is programmable between 1and 7. To
disable this feature, set the parameter to Disabled.

Door Ajar Time: This is the amount of time that the door can
remain open before a relay set for alarm is activated.

Daylight Savings: Ifthe installation s in an area that practices Daylight
Saving Time, please leave the Daylight Savings box checked.

Enable Modem Answer: When the box is not checked (checked
by default), the on-board modem will not auto-answer.

Directory Subsets: In networked installations with multiple
AE1000Plus or AE-2000 telephone entry systems, it is possible
to determine which directory names are displayed on the
individual telephone entry systems. Each cardholder can be
assigned to any or all four directory subsets. This is done in the
cardholder screen. Check the directory subsets that are to be
displayed on this controller.

Screen Shot 20.24

05 = Relay A is locked closed
06 = Relay B is locked closed
071 =Relay C is locked closed
08 = Relay D is locked closed

Figure 4. Relay Status Display Indication

Screen Shot 20.25




20.26 Controllers> My Controller (n)> Relays

Individual relays on the node are configured using this browser
window.

There are four relays on the controller. Each relay is programmed
individually, and the following parameters can be changed:

Name: This is the name associated with the relay. The name can
be up to 23 characters in length.

Activation Time: This is the amount of time that the relay is
activated in seconds. This is only applicable in the timed mode
of relay operation. Typically, a relay set to activate a mag lock or
electric strike will be set for around five seconds. Two seconds is
usually sufficient for the average gate operator.

Telephone Digit: This feature is only valid with AE1000PIus and
AE2000Plus units. This is the key which the user will have to
press on their touch-tone phone to grant access on a telephone
entry call. The programmable options are NONE or 1 - 9.

Timing Mode: This selects the mode of operation for the relay.
See the Relay Timing Modes Table.

Operation: This parameter determines how the relay will
function in the system. See the Relay Operation Table.

Auto Open Time Zones: Time Zones can be assigned to
automatically lock open and unlock relays during specific time
periods. Up to two time zones can be set per relay. For example,
auto open time zones can be used if there is an entrance door or
gate that is to be locked open in the morning when everyone is
coming to work and again when they are going home from work.
A time zone can be specified for a period that opens the gate in
the morning and another time zone can be specified for a period
that opens the gate in the afternoon. The time zones are set up
in the Global Settings -> Time Zones browser page (see Section
20.11 Global Settings> Time Zones Screen).

Associations: Applicable when the relay control is set to Shunt
or Alarm, actions on relays associated with a shunt or alarm
relay will cause this relay to be activated.

Priority Access: When checked, these relays can be controlled
from the main browser screen (see Section 20.1 Main Screen)
or from the telephone for AE1000Plus and AE2000Plus
controllers (see Section 20.19 Global Settings> Telephone
Directory).

AXNET Browser Interface Screen Shots and Descriptions (Continued)

Screen Shot 20.26

RELAY TIMING MODES

TIMING MODE FUNCTION

Timed The relay stays activated for the specified duration.
Pulse The relay will trigger for 1/4 second.

The relay will activate for the first activation and
Toggle .

release on the next activation.

The relay will activate and remain activated until
Latch

reset at the control.

RELAY OPERATION

OPERATION

FUNCTION

Control

In this mode, the relay will activate per the Timing
Mode and Activation Time parameters.

Shunt

When a relay is set for shunt, any of the other relays
may be associated with this shunt relay. Relay
associations are made by checking the appropriate
relays in the Associations section. This shunt relay
will activate and remain activated as long as any
relay associated with it is activated.

Alarm

If a relay is set for alarm, any of the other relays
may be associated with this alarm relay. This alarm
relay follows the door ajar input of any of the relay
associated with it. The door ajar input changes when
the door or gate remains open past the setting for
Door Ajar Time.

Obstacle

If set for obstacle, the C relay will activate if a
wireless supervised gate edge transmitter (MGT) is
programmed into transmitter 1 senses an obstruction.
The D relay will activate if an MGT programmed into
transmitter 2 senses an obstruction.

CCTV

This feature is only applicable to AE1000Plus
and AE2000Plus. When talking to a visitor via the
telephone entry system, the user can press “5” on
their touch-tone phone to activate the relay set for
CCTV. A CCTV camera at the entry point could
then send an image back to the resident. CCTV
equipment is sold separately.
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AXNET Browser Interface Screen Shots and Descriptions (Continued)

20.27 Controllers> My Controller (n)> Modem
This screen allows for the configuration of the initialization and
termination strings for the modem. These strings are configured
specifically for the modem installed in the controller unit, and
should not be modified unless instructed to do so.

Screen Shot 20.27

20.28 Controllers> My Controller (n)> Obstacle Transmitter

Up to two MGT safety edge transmitters can be programmed per
node. The MGT is a wireless supervised gate edge transmitter.
An edge sensor, such as a tape switch or a safety edge is
connected to the MGT. When the edge sensor strikes another
object, the MGT sends a signal to the controller. The controller
supervises the MGT for battery, status and tamper. Any of these
events will cause the MGT report the trouble condition to the
controller.

Obstacle Transmitter 1 is associated with Relay C of the
controller. To enable the association of obstacle transmitter 1
with Relay C, Relay C, must be configured for Obstacle in
the Operation field of the relay setup (see Section 20.26
Controllers> My Controller (n)> Relays).

Obstacle Transmitter 2 is associated with Relay D of the
controller. To enable the association of obstacle transmitter 1
with Relay D, Relay D, must be configured for Obstacle in
the Operation field of the relay setup (see Section 20.26
Controllers> My Controller (n)> Relays).

Fac: The facility code of the MGT is entered here.

ID: The ID code for the MGT s entered here.

Name: The name associated with the obstacle transmitter is
entered here (maximum 24 characters).

Suspended: This box is checked if the obstacle transmitter is
to be disabled.

Screen Shot 20.28
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20.29 Controllers> My Controller (n)> Remote Devices

Up to four remote devices can be connected to a node. On each
remote device, there is a rotary switch that is used to set each
device to a unique device address. During installation, each
remote device should have been assigned a unique device
address.

DV1 - DV9: Each remote device will have a unique device
address set during installation. DV1 — DV4 and DV8 & DV9 are
possible device addresses. DV7 is used for type PHONE only
and is always assigned to the keypad found on an AE1000Plus
or AE2000Plus. DV8 is used for type Reader A and DV9 is used
for type Reader B.

Device: The AXNET device category of the remote device is set
here. The types of devices and their categories are listed in the
Remote Device Categories Table.

Control Channel: The relay that is to be activated when a valid
credential is received is set here. More than one device may
active the same relay, but a device may not active more than one
relay, with one exception. When the “Button” selection is made
for Radio type devices, a multi-button transmitter will activate
different relays as defined in Button Schedule settings (see
Section 20.13 Global Settings> Button Schedule). Please
note that setting any other device to the “Button” setting will
cause none of the relays to be activated.

Direction: This setting is used in anti-passback applications.
The settings are shown in the Anti-passback Direction Settings
table.

Options: Special device features are enabled and disabled
using these settings. Currently, the AM-KP, AM-KPI, and PHONE
devices are the only remote devices that have programming
options. The options are shown in the Keypad Device Options
and Phone Device Options Tables.

AXNET Browser Interface Screen Shots and Descriptions (Continued)

nnnnnnnnnnn

| s
Screen Shot 20.29
CATEGORY AXNET DEVICE OPTIONS/NOTES
Keypad AM-KP Entry Keypad Yes
Keypad AM-KP!I Entry Keypad Yes
Radio AM-RRR Remote Radio Receiver None
Radio AM-RPR Remote Proximity Receiver None
Phone Keypad on AE1000Plus or AE2000Plus | Yes
Wiegand 26 | AM-CRI Card Reader Interface None
Wiegand 30 | AM-CRI Card Reader Interface None
Wiegand 31 | AM-CRI Card Reader Interface None
ANTI-PASSBACK DIRECTION SETTINGS
DIRECTION DESCRIPTION
This device will not be used to determine anti-passback
NONE -
direction.
IN This device wiI_I be_ used as an IN device in a timed anti-
passback application
ouT Currently not supported.
NEUTRAL | Currently not supported

KEYPAD DEVICE OPTIONS

OPTION DESCRIPTION

A Keypad Beeps On
Downlight Timing On. Keypad'’s built-in downlight can be set

B to tur‘n on gnd turn off gt cert.ain times by setting the start and
end times in the Downlight Time browser panel (see Section
17.16, Global Settings >Downlight Time)

c If enabled, it will cause the downlight to remain on 24 hours a
day. By setting this option, Option B settings will be overridden.

D Keypad Beeps On

PHONE DEVICE OPTIONS

OPTION DESCRIPTION

A Not Used

B Not Used

C Not Used
Keypad Activates Dual Relays. When enabled, entry codes
are entered on the keypad on AE1000PIlus or AE2000Plus
activate specific relays
> If the control channel for DV7 is set to RELAY A entry codes

D ending with an EVEN number will activate RELAY A. Entry

codes ending with an ODD number will activate RELAY B.
> If the control channel for DV7 is set to RELAY C, entry codes
ending with an EVEN number will activate RELAY C. Entry
codes ending with an ODD number will activate RELAY D.
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AXNET Browser Interface Screen Shots and Descriptions (Continued)
]

20.30 Reports> System Report
This report displays all global settings, as well as controller
configurations.

Screen Shot 20.30

20.31 Reports> Network Report
The Network Report provides status of the communications
between nodes, and provides a facility to restart the network
after an issue has been reported and caused controller to go
offline:

Screen Shot 20.31 shows that all nodes are on-line (Node
Status is OK), and that there are no pending commands in the
Submit status queue.

Screen Shot 20.31
20.31.1 Restart Submit Queue
If there is a communication problem with one of
the nodes, then the pop-up shown in Screen Shot
20.31.1A will be displayed: Microsoft Interwe EiPlote =
Screen Shot 20.31.1A shows that one of the nodes is /AN, ot st sl e ey et e s o ek s
inaccessible. An additional button is displayed (“Restart

Submit Queue) to allow the panel operator to restart the
network communication (see Screen Shot 20.31.1B).

Screen Shot 20.31.1A
20.31.2 Database Resync
In AXNET mode of operation, it is essential that the
databases in all of the controllers in the installation
be synchronized. AXNET automatically performs
synchronization with other controllers when changes
are made in Node 1. In the event that the state of the
database in the controllers become unknown, or if a
restore of a backup is desired and synchronization
of the databases is required, the Database Resync
feature is used. Database Resync will propagate the
entire contents of a database to all of the controllers
in the installation. Database Resync can only be Screen Shot 20.31.1B
initiated from Node 1. Please also note that for large
databases, the resync activity can take a considerable
amount of time.
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AXNET Browser Interface Screen Shots and Descriptions (Continued)

20.32 Reports> Cardholders :
The Cardholder report provides Cardholders information in
report form.

Cardholder St Expraton Date.
AlAccess  Never Expies
Cumons  Cutens
SngeCards  Entry Codes
sy

cansmiters Snge Trarsmiters Directory Codes
s 0003

active

20.33 Reports> Cards
Various reports can be displayed for the cards.

The report in Screen Shot 20.33A displays all card blocks that
have been defined.

Screen Shot 20.33A

The report in Screen Shot 20.33B displays all IDs that have been e
defined within the card block range.

Screen Shot 20.33B

The report in Screen Shot 20.33C displays all single cards that
were enrolled:

BEBRNSEEIsAEORESvavoasan-0R

Ardarson Hatt
50026 Andersan Markn.

Screen Shot 20.33C
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AXNET Browser Interface Screen Shots and Descriptions (Continued)

20.34 Reports> Transmitters
Various reports that can be displayed for the transmitters:
The report in Screen Shot 20.34A displays all transmitter blocks
that have been defined.

The report in Screen Shot 20.34B displays all IDs that have been
defined within the transmitter block range.

The report in Screen Shot 20.34C displays all single transmitters
that were enrolled.

20.35 Reports> Entry Codes
The report in Screen Shot 20.35 displays all entry codes that
have been assigned to cardholders.

20.36 Reports> Directory Codes
The report in Screen Shot 20.36 displays all directory codes
that have assigned to cardholders, with the cardholder name,
phone number to be dialed, whether or not extended talk time is
enabled, and the directory subsets assigned displayed.
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Screen Shot 20.34A

Index Transmitter 1D Cardholder _ Facilty Code
o So00t  Abernsthy Brent -

My Installation

Directory Subsets
Telephone Number Ext Talk Time & B € D
1 x

x

x

Screen Shot 20.36




AXNET Browser Interface Screen Shots and Descriptions (Continued)

20.37 Reports> Configuration
This report displays the configuration of the computer running
AXNET, including the operating system version and the Java
version. This report also displays the controller configuration
including the controller type, embedded firmware revision,
database revision, and network status. Finally, this report
displays the current database memory usage.

20.38 Logout> Logout and Hangup
This will cause AXNET to log out and hang up the connection.
When this menu item is clicked, a pop-up dialog will appear
prompting whether to initiate a back-up (see Screen Shot
20.38B.

If “OK” is clicked, then the browser will open the Backup/

Download screen. Follow instructions in Section 20.7, Backup/
Download Screen.

Screen Shot 20.38A

Microsoft Internet Explorer x|

@ Do wiou want bo do a backup now?

(0.4 Cancel |

Screen Shot 20.38B

20.39 Logout> Change Operator
The Change Operator screen allows the switching between
operators without having to disconnect and re-establish a
connection.

Screen Shot 20.39
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21 Appendix A - Definition of Front Panel Configuration Modes

The front panel display operation will be different between AXNET mode
of operation and AccessBase mode of operation. The set-up mode can
be entered by pressing the UP and DOWN buttons simultaneously for
about 1 second. The controller will acknowledge with a beep when
entering the set-up mode.

AXNET Mode (A~ {4 on power-up display)

a. i Assign Controller as Node 1

g.z. Assign Controller as Node 2

0.3. Assign Controller as Node 3

aH. Assign Controller as Node 4

A.b. Switch to AccessBase Mode of Operation
b.i. Reserved

C.L. Clear Controller Database

AccessBase Mode (At £.5 on power-up display)

a. i Assign Controller as Node 1
g.z. Assign Controller as Node 2
0.3. Assign Controller as Node 3
aH Assign Controller as Node 4

3

Assign Controller as Node 5

Assign Controller as Node 6

Assign Controller as Node 7

Assign Controller as Node 8

Switch to AXNET Mode of Operation
Reserved

Clear Controller Configuration

~ e

™ OO I 03 03 03
5

-
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22 Appendix B - Network Configurations

Solid lines between the controllers indicate RS-485 connections. Dashed
lines between the controllers indicate modem connections.

NETWORK CONFIGURATION TABLE

NETWORK
CONFIGURATION DESCRIPTION CONFIGURATION
NUMBER
1 Single Node

Two RS-485 Networked Nodes Q]__,_
Two Modem Nodes '@‘ -@_

Three RS-485 Networked Nodes

Two RS-485 Networked Nodes + One
Modem Node

Three Modem Nodes

Four RS-485 Networked Nodes

Three RS-485 Networked Nodes +
One Modem Node

2 x Two RS-485 Networked Nodes

© 00 N O 01\~ WD

Two RS-485 Networked Nodes + Two
Modem Nodes

-l
o

Four Modem Nodes

=N
N
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23 Appendix C - Timestamp Batch Files

Timestamps pace the data transmission for TCP communications with
the Linear access control panel. Timestamps must be enabled for the
AXNET software to function properly.

fer » Local Dk (C) + ProgramFis » LearlLC » AONET =49 ][ Seorh e =

int  Bum  Newfolder =+ [ @

The Axnet software package contains three utility batch files that can
enable, disable, or view the computer’s timestamp setting. These files
are located on the hard drive at:

C:\Program Files\Linear LLC\AXNET (on 32-bit operating systems)

C:\Program Files (x86)\Linear LLC\AXNET (on 64-bit operating systems)

23.1 Open Windows Explorer. Right-click on the Windows START
button and click “Explore” (on Windows XP) or “Open Windows
Explorer” (on Windows 7).

23.2 Go to the C:\Program Files\Linear LLC\AXNET folder. The three R ==
batch (.BAT) files will be in that folder. ‘Inegdgadmf:lmgi::l fallod on [Pud Tho roquested operation requires olevation <Rull >

23.3 The enable and disable batch files must be run as an
administrator. When launching the batch files, right-click on the

Stamps.bat Date modfied 107072011 S32 M Date created: TO/I0/2011 932 AM
Botch File e 247 bytes

Screen Shot 23.3

Srtadaupnsystond2onotsh intorface tep show global
Quelylng e

TCP Glohal Parameters

file name and select “Run as an Administrator”. oo ive-tide Sealing Srate oo
23.4 I the batch file is not run as an administrator, a failure notice will birece Gathe ncess o) : emhica

Receive Window Auto-Tuning Level
Add-0n Congestion Control Provider

be indicated as shown in Screen Shot 23.4 e e e

C:\Windous\systen32>pause

Enab"'ng T"mestamps Press any key to continue . . .

Timestamps are normally enabled during installation. If for some reason Screen Shot 23.4
the system did not run the batch file (usually due to permissions or
Axnet installation failure) use the following steps to manually enable
timestamps.

14 User Account Control @

Do you want to allow the following program to make

23.5 Launch the batch file “enableRfc1323TimeStamps”. changes to this computer?

23.6 Ifusing Windows 7, it will ask if it's OK to for the program to make
changes to the computer. Click “Yes”.

23.7 The batch file will run. Verify that the last line of the “TCP Global —
Parameters” for “RFC 1323 Timestamps” says “enabled”. (%) Show detaits C D N |

23.8 Press any key to close the batch program window and continue.

Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

Change when these notifications appear

Viewing Timestamps

. . . . . Screen Shot 23.6
The timestamp setting for the computer can be viewed at any time using

the following steps.

23.9 Launch the batch file “showRfc1323TimeStamps’.

23.10 The batch file will run. Verify that the last line of the “TCP Global
Parameters” for “RFC 1323 Timestamps” says “enabled”.

23.11 Press any key to close the batch program window and continue. himncy Oiiond 5¢ {Sutpmaic

= enahled
e Acess (DCAD> H
[Receive Window Auto-Tuning Level
Add-0On Congestion Control Provider

Disabling Timestamps B e

C:\Windous\systen32>pause

If, for some reason, you need to disable timestamps, use the following e ata ony ey 6o contine - - -
steps. NOTE: If timestamps are disabled Axnet will not function
correctly.

Screen Shot 23.7
23.12 Launch the batch file “disableRfc1323TimeStamps”.
23.13 The batch file will run. Verify that the last line of the “TCP Global R =[O [t
Parameters” for “RFC 1323 Timestamps” says “disabled”. T ———— 2
23.14 Press any key to close the batch program window and continue. fcP Clobal Parancr

Receive-Side Scaling State abled
Chinney Offload State automatic
NetDMA State enahled
Direct Cache Acess <DCAY = disabled
Receive Window Auto—Tuning Level = norma
ndd nnge,clun Control Provider :_nana

ECH Capabilit disabled

[RFC 1323 T)me‘.tamp., z enahled

C:“\Progran Files\Linear LLC\ﬁXNET)pau‘.e
[Press any key to continue . .

Screen Shot 23.10
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